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Browse the Internet Safely
Good digital habits to keep yourself safe
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Be alert to false information and online scams
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http://www.youtube.com/watch?v=9dfWzp7rYR4
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Penguins - BBC

5,324,393 views iy 16k &1 570 A SHARE g «ee

BBC @
ey Fbublished on Mar 31, 2008 SUBSCRIBE 4.1M

Film maker and writer Terry Jones discovers a colony of penguins, which are unlike any other
penguins in the world.
Making of: http://www.youtube.com/watch?v=IzhDso...

SHOW MORE

2,286 Comments — SORTBY
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'[339 Government is not going to
drop money from helicopters

a@rieractcheck HPIBFactCheck 8799711259

EMAIL GOVT OF INDIA RELATED FAKE NEWS TO Dibfactcheck@amail.com
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CORON&AVIRUS
FAKE NEWS

Let's stop the spread of both

Just send a snapshot/URL of dubious material to
e +91 8799711259 N pibfactcheck@gmall.com

Owdy 550 WRAARZY Srnnagen| So Caln Fmas

We will check it & bust the #FakeNews
Follow us on

WP @ribFactCheck (@) /pibfactcheck /pibfactcheck

FACT CHECK fooe) { Faliow )
: y O\cjii | l\‘ 0 OW—/I
PIB Fact CheckQ
@PIBFactCheck

Countering misinformation on Govt. policies/schemes.

Suspect a Govt. related news to be fake? Send it to us at
+918799711259/pibfactcheck@gmail.com.

© New Delhi Joined December 2019
31 Following 88.5K Followers
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s e il Is the article

written by a

or fact-seeker or an
attention-seeker?
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Is what you hear
from the horse’s
mouth, or just

word-of-mouth?
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LS Is that status

UPDATE

(sﬁ"mzé) update a |
or We"'meanlng

unhealthy
SCARE share or an
unhealthy scare?
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http://www.youtube.com/watch?v=CE0Q904gtMI

Always check

website addresses
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virginattanic?

We are celebrating our 35th

= ———— anniversary and Giving away 2 free
Virgin Atlantic is giving away 2 Free . .
tickets Per family to celebrate its 35th tickets to Each Famlly'

Anniversary . Get your free tickets at :
http://www.virginatlantic.com/free-tickets/ .

1 UNREAD MESSAGE

TODAY

Remaining tickets: 273

®) i O o Please answer the questions below first:

Question 1: Have you ever travelled with us?
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Check Website Addresses!

Virgin Atlantic is giving away 2 Free tickets Per
family to celebrate its 35th Anniversary* . Get

your free tickets at :
http://www.virginatlantic.com/free-tickets/ .

Www.Xn--viginatlantic-jmlg.com



Spotting Scams and Tricks Online - Malware Warnings

00 /|| Security error x \§ ‘ Google |
/ \

C' | testsafebrowsing.appspot.com/s/malware.html

Deceptive site ahead

Attackers on e ————— May trick
you into doing something dangerous like installing

software or revealing your personal information (for

example, passwords, phone numbers, or credit cards). The Site ahead Contains ma|wal’e

(] Automatically report details of possible security incidents Attackers currently on testsafebrowsing.appspot.com might attempt to install
10 Google. Privacy policy dangerous programs on your Mac that steal or delete your information (for example,
photos, passwords, messages, and credit cards).

BACK TO SAFETY Automatically report details of possible security incidents to Google. Privacy policy

DETAILS
Details Back to safety

(©)




Safe downloads

I:::::::IIII .I:IIl ‘:.
_—
IIIIII |IIIII I!!::I |
ok kk ok ko

——
*kk ekodeok

Always download apps from trusted sources only



Scanning &
Verifying over
50 billion
apps every
day
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https://www.android.com/play-protect/
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Manage Your Online Reputation




What you

pOSt on the internet
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IS to
find

%4};7 Can go

(/9 on-line
Affects your
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Manage your online

reputation

4
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- How would

© others see you?

£ Short term vs
long term

Does what you
@ post today

affect your

future?
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Parents ’o

Please take extra care!




Set up boundaries

Can it harm your
reputation—or
someone else’s?

What would happen
if your parents or
teachers saw it?

Is the content
compromising in any
way?

Would you mind if the
content lived forever on
the web?

Google
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-\ Justine Sacco A~ ¥ Follow
Vo .
2JustineSacco

Going to Africa. Hope I don't get AIDS. Just
kidding. I'm white!

& Reply T3 Retweet W Favorite ®®® More

; > RESED -
RETWEETS FAVORITES 3 :

10:19 AM - 20 Dec 13 Q from Hilingdon, London
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Sensitive Information

Passport #, ID#
Signature

Passwords

PIN

Mobile

number
0 Home address

Don’t post
sensitive
info!

Google



Avoid sharing unintentionally

& Know what is sharing your location

Think what your profile as a whole may reveal
@ about you

Google




What we learned these two days:

Protecting your account
Keep your mobile phone safe
Don't fall for scams

Manage your online reputation

Any Questions?

Google
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