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What we will learn:

Part One:

e Browse the internet safely - protecting your account
e Keep your mobile phone safe

Google

Confidential + Proprietary



What we will learn:

Part Two:

e Don't fall for online scams or fake information
e Manage your online reputation
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Protect Your Online Accounts




* %k % %k % %|




[ SUBSCRIBE
FAVORITES

 WEEKNIGHTS T 35|lo 35¢

. Goc T




/ N
What is your password?
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What year did you
graduate?
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2009.




PASSWORDS

Strong passwords

keeps accounts opensesame
protected
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PASSWORDS

Strong passwords
have
e Numbers

e Large + small opensesame

characters
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123456
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Example

| love to visit Kolkata for the food!

[tvKftf!
IL2vKA4tf!
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Y5#fz@12
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Google.com

iL2vKA4tf!



Google.com

igLI2evKA4tf!



Use a Password Manager

1Password LastPass Passwords.google.com
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Password Manager

passwords.google.com

eoe 94

< > C passwords.google.com| * .

Google Account

Password Manager

Password Checkup 4
Check your saved passwords for security issues. B .

Check passwords

43 sites and apps Q

Google
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2-Step Verification




2-STEP VERIFICATION

An additional layer of security on your account

’ Security Keys

‘ 2-Step Verification

2-steps authentication




2-STEP VERIFICATION

e 2-Step Verification

@gmail.com

Google



2-STEP VERIFICATION

e -+ Authentication code
o sent through SMS

o generated through
authenticator app

Google
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2 Step Verification: Password & Security Key
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Lock your Mobile Phones




Always |ock your
nhones.
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Find your device Play sound Lock your device  Erase your data
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Find my phone




Add Owner Information
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Security

Device security

Screen lock o

Pattern

Nexus Imprint
5 fingerprints set up

Smart Lock
Encryption

Encrypt phone
Encrypted

SIM card lock
Set up SIM card lock
Passwords

Make passwords visible
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airtel

Lock screen message

[Emergency - +91 9876543210]

CANCEL SAVE
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WED, 17 MAY ® THU 7:23 AM
[Emergency - +91 9876543210]
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Open network Secure network



Safer Connection (HTTPS)

& - C @ Notsecure example.com @ Secure

® Not secure

Email
X
A Not secure
Password



Safer Connection (HTTPS)

HTTP VS HTTPS



App Security

ORIES HOME TOP PAID TOP FREE TOP GROS!

GAMES EDITORS' CHOICE

Health & Fitness

=
Staff Picks
PRO
runtastic Heart Endomondo Jamie's 20
Rate PRO Sports Tracker Minute Meals
Fok Hokkd Fokok

Apps for Reading

Real Racing 3

Electronic Arts Inc

Games

o

Editors’ Choice

SMS Text Messaging & PC Texting
Identity

Contacts/Calendar

SMS

Phone
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OS and App Updates
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© Software Update Installation N X

New software updates are available for installation and 108 6.0-

Android System will automatically be installed on Bams
Update - system restart may be enforced at that time. Click here Tris update contains improvements and bug fes.
to display and install software updates now. Learn More >

This software update will upgrade
your Android One to Android 6.0,
Marshmallow, which delivers
major improvements to the
functionality and performance of
your device. To find out more,
visit http://www.android.com/
marshmallow. Downloading Software updates are available for your computer.
updates over a mobile network or (@) Do you want to install them?

Wh"_e_ roaming may cause The new software will require that you restart your computer.
additional charges.

w3

Note: Use of this software is subject to the original Software License Agreement(s)
that accompanied the software being updated. A list of Apple SLAs may be found

Update size: 338.1 MB here: http://www.apple.com/legal/sla/
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