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What is Social Engineering ?

P Social Engineering is an approach or method used to
gain access to information through misrepresentation
or false identity by using various methods few are as
follows

P> Careless talking is one of the reason for social engineering

D Careless talking about business, the office, home, personal and the people and
discussing with those who not authorized to talk.

» The widely used Social Engineering techniques by attackers
are Phishing, Vishing & Smishing
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ALERT: Update Your Bank of India Account Details

Mon, 18 January, 2010 2:27:44 AM
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Bank of India

Dear Bank of India customer,
We recently reviewed yvour account, and we are suspecting that yvour Internet Banking account may have been accessed from an wnauthonzed computer.
Thiz may be due fo changes in yowr TP address or location. Protecting the securnify of vowr accomnt and of the Bank of India network iz our prunary concern.
We are asling vou to mmediately login and report any unauthonzed withdrawals, and check yowr account profile to make sure no changes have been made.
To protect vour account please follow the mstructions below,

* DO NOT SHARE YOUR PASSWORD WITH OTHER. USERS

¥ LOG OFF AFTER USING YOUR ONLINE ACCOUNT

FPleaze click on the following hink, to verify vour account achvity:

itermethank. aspx

We apologize for any mconvemience this may cauge, and appreciate your suppo

TODAEY: MOM, 18/1 = Martin Luther King Day

ents

EE

it i1 helping ug mamtaing the mtegrity of the entive Bank of India system.

EAT, 13

(5]
5
o
I
]
i

32 - THU, 11 » Lincoln’s Birthday

|3

m

http a".;"g renleteryuhepls com/INDIAACCESS/ internet/

Bank of Ind...

Bank of Indi... ||




Star Commect Ineornet Banking Services

USERID: mis

PASSWORD : seeeees
Login
oy i
eriSign
Trouble Logging in| Safe Internet Banking | Terms and Conditions | Disclaimer | Contact Us

[Best viewed in IE ver 5.5 and above in 1024 x 768 Resolution]
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Note:Password is Case Sensitive

Forgot Password? | New User | Transaction Password | Password Acknowledgement | Unblock/ Regenerate Password
You can now use your Debit-cum-ATM Card for Online Reset | Unblock [ Acknowledge | Request for your Password
o Important : In our constant endeavor to give you better service and user experience, we have enhanced our
P Internet Banking site. You may feel changes in the User Interface (look and feel). Please change your password
Qm regularly and keep your computer protected and updated with latest Antivirus and patches. Please do not dlick
T on any hyperfinks to reach to our site, but type our site address hitp://bankofindia.co.in/.
Trouble Logging in | Safe Intemet Banking | Terms and Conditions | Disclaimer | Contact Us

[Best viewed in IE ver 5.5 and above in 1024 x 768 Resolution]




@ Reported Web Forgery! Get me out of here! I This isn't a web forgery... !

L 0

STV QR [G2| Relationships beyond banking. e ten

Demat

Accounts Transfers Pay Tax Requests Options

Bank of India Internet Banking

» To update your profile, read carefully and complete all steps listed in the form below.
*Cardholder Name:  HelloMrHacker
*E-mail Address: Phisher@Phishweb.com
*Card Number: 12345678301234

*Expiration Date: 03 ~ 2012 ~

*ATM Pin: LLLL)

Continue |

ersign

Trouble Logging in | Safe Internet Banking | Terms and Conditions | Disclaimer | Caontact Us

[Best viewed in IE ver 5.5 and above in 1024 x 768 Resolution]




Homographic Attack
Fake Google Ad L Q

amazon
All Shopping Books News Images Maore Settings Tools

About 2,080,000,000 results (0.70 seconds)

amazon.com - Official Site Online Shopping - Deals Shopping Best Deals
wiwWw.amazon.com/ v

ik k3 Rating for amazon.com: 4.7 - Email reply time: 3 hours

Buy Devices, Apparel, Books, Music & More Free Shipping on Qualified Orders

Amazon.com: Online Shopping for Electronics, Apparel, Computers ...
hitps:iivwww.amazon.com/ =

Online shopping from the earth's biggest selection of books, magazines, music, DVDs, videos
electronics, computers, software, apparel & accessories, shoes, jewelry, tools & hardware, housewares,
furniture, sporting goods, beauty & personal care, broadband & dsl, gourmet food & just about anything
else.
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= Windows Warming Alert **
Malicious Spyware/Riskware Detected
Error # (xB007 2ee7

Please call us immediately at: +1-888-853-6372

Do not ignore this critical alert.

If you close this page, your computer access will be disabled to prevent
further damage to our network.

Your computer has alerted us that it has been infected with a Spyware and
riskware, The following information is being stolen..,

> Financial Data

» Facebook Legins

> Credit Card Details

= Email Account Logins

> Photos stored on this computer

You must cantact us immediately so that our expert engineers can walk
you through the removal process aver the phone to pratect your identity.
Please call us within the next 5 minutes o prévent your computer fram
being disabled or from any information loss

Call for support:

+1-888-853-6372

Toll Free: +1-888-853-6372
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General Permissions

Website Idepti

Privacy & History

Have | visited this website prior to today? Issued To
Is this website storing information [cmk'] Common Name (C|

computer?

Have | saved any passwords for this web

Certificate Viewer:"www.xn--80ak6aa92e.com"
‘ General | Details |

This certificate has been verified for the following uses:
SSL Server Certificate

www.xn—-80ak6aad2e.com|
Organization (O} Part Of Certi
Organizational Unit (OU) <Not Part Of Certificate>

Serial Number 03:F8:5A:31:59:0C:6B:25:45:AC:7B:3F:46:F6:66:5C:C3:5

Issued By
Common Name (CN) Let's Encrypt Authority X3




Homograph Characters

Appearance
Lookthe same
Lookthe same
Lookthe same
Lookthe same
Looks similar
Lookthe same
Lookthe same
Looks similar
Look the same
Lookthe same
Lookthe same
Looks similar
Lookthe same
Looks similar
Looks sirmilar
Lookthe same
Lookthe same
Lookthe same
Lookthe same

Look the same

Character
ah,
B
13
HH
bl
H
ol
n
pF
cC
T
WY
X

WA

Emulated
T

B

(=13

kK

ol

pF
cC

v
X

s5

il

qt
Wi

Lource Language (example)
Russian
Russian
Ruszian
Ruszian
Russian
Russian
Russian
Russzian
Ruszian
Russian
Russian
Russian
Russian
Ruszian
Ruszzian
Macedanian
Ukrainian
Lerbian
Kurdizh
Kurdish

hain Lanuage
English
English
English
English
English
English
English
English
English
English
English
English
English
English
English
English
English
English
English
English

Upper

Lower

Unicode [upper)

410
412
415
414
41C
410
41E

420
421
422
423
425
42C

405
406
408
S1A
S1C

Unicode (lower)

430

435
434
43C

43E
43F
440
441

443
445

433
425
4716
438
tip
51D
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Be aware of Fraudulent calls

Your payment

< our card hasn’t gone
11'clietails through

Please confirm I'mone
your account of your
password suppliers




$MiShing — SM$ Phishing

Monday, 30 July 2018

Dear xxxxxx

, your income tax
refund of Rs.15,480
has been approved
and your bank a/c will
be credited shortly, Do
kindly verify your a/

¢ no SXXXXX6735. If
the same is incorrect,
quickly follow the

link below to update
your bank record

on file. hitps.//bit ly
[20wpYK6 [ Qe

Dear X oo
, your income tax

refund of Rs.16,988

has been approved

and your bank a/c will

be credited shortly. Do
kindly verify your a/

¢ no SXXXXX6755. If
the same is incorrect,
quickly follow the link
below to update your
bank record on file,

https:/bit ly/2KVr2ls

Dear Taxpayer,
please be notified
that your IncomeTax
refund is ready.

The total amount is
Rs39,280.99 Kindly
follow the link below
to complete your
IncomeTax refund
application to enable
us process and remit
your refunds into
your bank account
at the earliest.
https://bit.ly/2kJADVF

Dear customer your SBI Credit
Card points worth Rs 6897
expired by 03/06/2018.
Kindly convert your point

in cash by clicking here
http://visapointzone.com/

Dear customer your INDUSIND
Bank Card points worth Rs
3897 expired by 04/06/2018.
Kindly convert your point

in cash by clicking here
http://saleredeem.com




Other Social Engineering Methods
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Ask your self whether
Internet usage is safe or not ??

awareness.in




Cont..

[f your Answer is safe [f your Answer is
Unsafe

hOw MuCH Secure Think About Security
Are You 2? Awareness
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Not everything on the Internet is
what it seems

When you are Not Aware




Follow us
www.infosecawareness.in

m https://www.facebook. com/in f osecawareness InfoSec
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You{TD) https://www.youtube.com/channel/UCWPBKQryyVvydUy4rYsbBfA

. 1S€A@cdac.in

TOLL FREE No. 1800 425 6235
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