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Smart Phones usage
WORLD OF SMARTPHONES

Share of time spent on smartphone on various activities, on avg
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Smart Phones usage

- Daily Active Users

Q1 DAUs: Thriving Apps
3/24
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Why should we worry ? 158K

-smartphones
- Have our credentials are saved
- Have our banking apps are installed

- We carry out many financial transactions -
upi, wallets etc.,

- Messages
- Photographs and videos
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Why should we worry ? isex

Our complete
Personal Sensitive

Information is carried by our smart phones
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Critical Features of your mobile 158K

- Messaging — OTP , password research codes etc.,
- Camera

- Microphone

- Gallery

- Contacts

» Location

Qs Regularly Monitor the permissions of critical @@Eﬁ
features of your mobile COOC
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Monitor Permissions '5%%

All (119) »

» Settings - Apps

@ Aarogya Setu

28.01 MB
Settings Q (-
° ACT Fibernet
82.00 MB
Advanced features a Adobe Acrobat
Bixby Routines, Motions and gestures, One-handed TRAME
mode
' Adobe Scan
311 MB
Digital Wellbeing and parental o
®  controls { 4A8|2;T4<;|a
Screen time, App timers, Wind Down '
9 Airtel
O Device care 110 MB
Battery, Storage, Memory, Security
‘ Airtel Live
@ 42.21 MB

N

Default apps, Permission manager

@ Amazon Music %%ém
361 MB
DMC

()2



Monitor Permissions i

]
isER
ALLOWED

Usage
_ - Contacts

Mobile data
39.35 MB used since 1 Feb

o Location
Battery
2% used since last fully charged

@ sS™ms
Storage
110 MB used in Internal storage . Storage
Memory
8.9 MB used on average in last 3 hours k Telephone
App settings

DENIED

Notifications
Allowed [ o’] Camera

Permissions [ Miciophorie
Contacts, Location, SMS, Storage and Telephone } i P

Based on App functionality we should be able to analyze
if these permissions are necessary for the app or not %%@.?5

COMC
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Change Permissions 158K

ALLOWED
LOCATION ACCESS FOR THIS APP
= Contacts
® Allow all the time
} i i
(O Allow only while using the app
Ge SMS O Deny
B  Storage

See all apps with this permission

&,  Telephone

DENIED

o Camera

$ Microphone
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Monitor all critical permissions at one place isex

- Access Permission Manager in your Mobile
- Settings — Apps — Permission Manager (OR)
-+ Settings - Privacy
< Apps Sort by

Default apps

Permission manager

@ Aarogya Setu
g B Show system apps

All (121) =

Special access

° ACT Fibernet
77.95 MB
Reset app preferences

Adobe Acrobat ‘ %ﬁ’éa;
CIOMNC
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Monitor all critical permissions at one place #E&

* Permission Manager

< Permission manager Q |
SMS
P Body sensors
W 1 of 3 apps allowed Apps with this permission can send and view SMS

messages

Calendar
]

4 of 17 apps allowed ALLOWED

Airtel
G Call logs

4 of 6 apps allowed
Amazon Shopping

Camera
[ o]

25 of 60 apps allowed BHIM
° Contacts Google
= 30 of 62 apps allowed
Google Pay

° Location

29 of 62 llowed
of 62 apps allowe Google Play Store

Microphone

U
¥ 13 of 41 apps allowed Messages
el Physical activity Phone
6 of 7 apps allowed
Uber

SMS

@000 vvyeossgo

12 of 17 apps allowed

c:nc
i 47 of 93 apps allowed 1]



Symptoms iSEX

If OTP is filled automatically by your application while
performing any transaction or filling any page, it means
that the app is having permissions to read your SMS
automatically.

If in your browser without entering your credentials,
you are able to see the logged in state of website, it
means you browser saved your credentials

Inspite of Turning OFF Location, Bluetooth, its
automatically turned ON in some time, it means some

app in controlling the same. ISh
CIMC



Installing Apps ISER

Advertisements could be one of the medium to bring
malware to your mobiles or steal personal information

Sometimes, App download page itself states that it
contains advertisements or you can see the reviews to
know if it contains advertisements

Reviews also can help understand Good and Bad about
apps

Q{ ,I Avoid installing apps which contains

advertisements and read reviews before %%@25
installing CIMC
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Installing Apps 158K

- Search in stores can lead to malicious/phishing apps.

- For apps related to payment, banking , social
networking etc., prefer to download app from
company’s owned website rather than searching in the
stores.

SISED
CDAC



www.infosecawareness.in

Example —search for PNB banking app isEK

23:26 A id @ -

N Rl 33% &

& punjab national bank Q ¢
:;#:;ﬁ All Bank Balance Check - Bank Balance Enqu...
lﬂnmﬁ Ad - DoubleRun Technology - Finance

WO M pank balance check

0 &

BHiM»

41% 50MB [ 5M+

PNB ONE
PNB - Finance
40% 40MB 1M+

PNB mPassBook
PNB - Finance
44% 16MB [ 1M+

BHIM PNB
PNB - Finance
3.7% 6.7 MB 1M+

PNBIL
Punjab National Bank International Limited
41% 29 MB 100K+

PNB Verify
PNB - Finance
40% 11MB 100K+

PNB Mobile Banking
Pacific National Bank « Finance
42% 18 MB 100K+

PNB Univ
PNB . Education
32% 4.6MB 100K+

PNB Parivar
PNB - Tools
42% 25MB 100K+

1 @) <
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Example - Link from Original Bank website %

@ pnbindia.in
Skip to main content ] Tuesday, May 05, 2020 | el dwmvur | Home | Contact Us | Sitemap |

\q punjabnational bank  apout us v

Products v  E-Services v InvestoriInfo v Customer Care v Suchna
ou can BANK upon !

@ Internet Banking

How to avoid becoming the victim of
Covid-19 scams &5 COVID-19 Package

Stay away from @E? Online Services

=S¢
() Fund transfers to unknj

s
e Fund inve 3Nt opport @

s P ONG Mobile Banking Apps

5800 A PO P -

& Suspicious links and w PNB M Passbook BHIM PNB PNB ONE @ Mobile Banking Apps
Locate

[T Online Payment

2 Unreliable sources of n

BHARATOR B3 cards

#BankfromHomefs % Q

ol Cyber Security Tips/Alerts
PNB Bharat QR BHIM AADHAAR
Merchant PNB

Get Your Form 16A

India’s second largest
public sector bank.




Say No to All-In-One Apps '5%%

23:26 o - QN Rl 33% &
& punjab national bank Q ¢

PNB Verify
PNB - Finance
40% 11MB 100K+

All Bank Balance Check - Bank Balance Enqu...

Ad - DoubleRun Technology - Finance

bank balance check
PNB Mobile Banking

“ Pacific National Bank « Finance
PNB ONE 42% 18 MB 100K+

PNB - Finance
40% 40MB 1M+ PNB Univ
PNB . Education

32% 46MB [J 100K+

PNB - Finance

D
# ustone app
@ PNB mPassBook
mPassBook

44% 16MB [ 1M+ = PNB Parivar
@' PNB - Tools
BHIM PNB CEE 42% 25MB [ 100K+

PNB - Finance
BHInM» 3.7% 6.7MB 1M+

I @) <
PNBIL

Punjab National Bank International Limited
41% 29 MB 100K+
c:mc



Installing Apps 1$ER

Search in stores can lead to malicious/phishing apps.

For apps related to payment, banking , social
networking etc., prefer to download app from

company’s owned website rather than searching in the
stores.

L,/ Download apps from genuine link & avoid
all in one apps for any requirement
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Unused Apps it

- Monitor your mobile
for unused apps — Look
in play store by sorting
with Last used to know
which apps were not

used by you since long Sort By
tlme O Alphabetical

Last Updated

O
@® Lastused
O

Size
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Updated Operating Systemand Apps ~ 1#%%

* Ensure your anti-virus < software update
and operating system

Your software is up to date.
are always updated

Software update information

. Settl ngs -2 SOftwa re « Current version: AS07FNXXU3BTB2 / AS07FNODM3BTB3 /
U pd ate AS07FNXXU3BTB2

« Security patch level: 1 February 2020

Ensure Auto Updates are enabled for OS, Apps and @@'?5
Anti-Virus CONC




WhatsApp Security — Tip 1 isky

WhatsApp Settings - i wee my personai e

If you don't share your Last Seen, you won't be able to see

ACCO u nt - P riva Cy other people's Last Seen

Last seen
Nobody

Profile photo
My contacts

About
Nobody

Status
My contacts
_

Control Visibility of your Profile Photo and Status 'ﬁq’@?ﬁ
to limited or contacts only COMC
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WhatsApp Security - Tip 2 sty

WhatsApp Settings -

Account — Two — ***0

fa Cto ] Two-step verification is enabled. You'll need to enter your
Authentication Yo e

@ Disable

B8 ChangePIN

Change email address

& - Enable two-factor authentication to stop @@?ﬁ
unauthorized registration of your whatsapp COOC
account




WhatsApp Security - Tip 3 iskk

WhatsApp Settings

— WhatsApp Web

Logged in device

c Last active today at 18:07
Windows

G Log out from all devices

W Tap + to use WhatsApp on other devices
_

Logout Web WhatsApp when not in use by you @@Eﬁ
CIMC




www.infosecawareness.in

=}

WhatsApp Security - Tip 4 sty

WhatSApp Settl ngs Media auto-download

Voice messages are always auto-downloaded for the best

— D ata a n d Sto ra ge communication experience

usa ge When using mobile data
No media

When connected on Wi-Fi

el 4

Disable Auto-Download of Media %%@?5
COMC
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Safe Mobile Usage - Recap

1. Regularly Monitor the permissions of critical features of your
mobile

2. Avoid installing apps which contains advertisements and read
reviews before installing

3. Download apps from genuine link & avoid all in one apps for any
requirement

4. Ensure Auto Updates are enabled for OS, Apps and Anti-Virus
5. Whatsapp Security

1. Control Visibility of your Profile Photo and Status to limited or contacts only

2. Enable two-factor authentication to stop unauthorized registration of your
whatsapp account

3. Logout Web WhatsApp when not in use by you %@},@?‘F
4.  Disable Auto-Download of Media C5HC
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Tips for your daily practice

Turn OFF Bluetooth and Wifi when not in use

Set time limit and Lock mobile automatically
when not in use

Prefer PIN/ finger print / face recognition locks
as supported by your mobile.

Pattern lock are to be avoided - beware of shoulder

surfing , screen reading by placing mobile in different
positions.

Track your mobile for unnecessary and unused

d S ;
PP CDAC
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THANKYOU

Visit www.infosecawareness.in for more details
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