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What is Dark Web?
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History of Dark Web
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The dark web is 
known to have begun 
in 2000 with the 
release of Freenet, 
the thesis project of 
University of 
Edinburgh 
student Ian Clarke
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Dark Web
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Examples of Types of Web
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Deep Web Vs Dark Web
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Access the deep and 
dark web safely
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Accessing the Dark Web 
Safely

8

Downloading the 
Tor Browser
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More about dark Web
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Securing your network

Use of VPN

10

Use of Virtual Machine
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Relays in Tor network

A guard relay is the first relay in the chain 
of 3 relays building a Tor circuit. A middle 
relay is neither a guard nor an exit, but 
acts as the second hop between the two. 

The exit relay is the final relay in a Tor 
circuit, the one that sends traffic out to 
its destination. The services Tor clients 
are connecting to (website, chat service, 
email provider, etc)
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Working of Tor Browser
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Dark Web Statistics

13Source – CFLW Cyber 
Security
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Usage of Bitcoin in Dark Web
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Cryptocurrencies are 
popular on the dark web 
because they provide a 
convenient method of 
obfuscating identities and 
transaction details.
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Recent cases
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Safety and Precautions
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Browse dark web for education/Learning purpose
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Risks of the dark web for children
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Lack of regulated content and users
Due to the anonymity of the dark web, it is harder for law enforcement to 
investigate cases of abuse

Explicit content
Children can access sites with indecent images, sites selling drugs and/or 
weapons. However, this is also the case for the surface web.

Online grooming
Sex offenders are more likely to approach children on the surface web than the 
dark web
However, sex offenders tend to use the dark web to meet online and discuss 
their strategy to take advantage of children
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How do we protect our child from the dark web?

20

•Review privacy filters across all devices and apps. 

•A Virtual Private Network (VPN) can be used  to provide an additional layer of 
security to your child’s online activity

•Build their critical thinking: help your child learn how to spot things that may not 
be what they seem and make smarter choices online. Inform them about the 
reasons someone using the dark web might want to remain anonymous and how 
that can cause them harm.

https://parentinfo.org/article/what-are-virtual-private-networks
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Who monitors Dark 
Web??
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Child Exploitation and Online Protection Command 
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• CEOP -the Child Exploitation and Online Protection Command — which is part of the National 
Crime Agency, uses the skills of its various experts, including forensic professionals and covert 
internet investigators, to track illegal activity on the dark web.

• CEOP gets over 1,300 reports a month, most of which come from industry groups such as the 
main internet service providers.

• An annual review (2011-2012) showed that over 400 children had been safeguarded as a result 
of their activity. This also led to 192 suspects being arrested.
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The Dark Web is NOT a fun 
place to visit

It is highly likely Dark Web 
users have reason to stay 
anonymous so these are 
not the type of people you 
want to ‘hang out’ with. 
Visiting comes with risks.
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Dark Web Scanner Alert
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A Dark Web alert is a type of 
security notification. It informs 
you that your sensitive 
information — such as credit 
card numbers, phone numbers, 
login credentials, email 
accounts, home addresses, or 
other personally identifiable 
information (PII) — has 
surfaced somewhere on the 
Dark Web.

https://www.aura.com/learn/how-do-people-steal-credit-card-numbers
https://www.aura.com/learn/how-do-people-steal-credit-card-numbers
https://www.aura.com/learn/what-to-do-if-a-scammer-has-your-email-address
https://www.aura.com/learn/what-to-do-if-a-scammer-has-your-email-address
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राष्ट्रीय साइबर अपराध �रपो�टर्टिंग पोटर्टल
National Cyber Crime Reporting Portal


