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What is Dark Web?
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Examples of Types of Web

@ The Surface Web © The Deep Web © The Dark Web

encompasses everyday internet protects private accounts is an extension of the deep
browsing and is available to the and information not meant for web, operating on encrypted
general public. public viewing. internet connections.

Examples Examples Examples
Google Academic information * Drug trafficking
Y?hoo Medical records Cryptocurrency scams
Bing Legal documents lllegal activities
FlreFex Government reports Political protests
Wikipedia Private databases Private communication
News sources Subscription platforms Tor encrypted sites




Deep Web Vs Dark Web

Deep Web

v

Can protect information
stored online

v

Can access from anywhere with
specific passwords or unique links

v

Makes up about 96%
of the internet

v

VPNs can help keep your
IP address and identity safe

Dark Web

Makes your online
activity anonymous

Can only access with a dark web
browser, similar to the Tor Project

Size is unknown

Dark web browsers provide
automatic encryption




Access the deep and
dark web safely



Accessing the Dark Web
Safely

About Tor

@ See what's new
In Tor Browser

Explore. Privately.

You're ready for the world's most private browsing experience

Downloading the
Tor B rowse r Keep Tor strong. Donate Now »

Questions? Check our Tor Browser Manual »

![/‘_% Get the latest news from Tor straight to your inbox. Sign up for Tor News »

The Tor Project is @ US 501(c)(3) non-profit organization advancing human rights and freedoms by creating and desloying free and open source anonymity
and privacy their lability and use, snd furthering their scientific and populsr undarstanding. Get Involved »

aose

Tor Browser 9.0.4
View Changelog

»



More about dark Web

am TOr

Anonymous Special access software Associated with illegal activities




Securing your network

Without VPN

Use of VPN
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Relays in Tor network

Q Facebook, Inc

@ Tor Circuit
A guard relay is the first relay in the chain This browser

of 3 relays building a Tor circuit. A middle
relay is neither a guard nor an exit, but
acts as the second hop between the two.

New Circunt for this Site

Y Guard node muary

Finc B Permissions

The exit relay is the final relay in a Tor »
circuit, the one that sends traffic out to
its destination. The services Tor clients
are connecting to (website, chat service,
email provider, etc)

Female Male Custom @




Working of Tor Browser

E) How Tor Works: 2 3 Tor node

« « o unencrypted link

E) How Tor Works: 1 &5 Tor node
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Dark Web Statistics

Source - CFLW Cyber



Usage of Bitcoin in Dark We

@ BMR -- bobgloves - Tor Browser
File Edk VYiew History Bookmarks Tools Help

© MR -- bobgloves

& @d- &

| SoA

réremzelgadiSvbe, onionin

Categories ng weapons, don't forget to read forum topic about the new rules for thal

Drugs (6534)
Services (1380)
Data (327)
Weapons (272)
Collectsbles (19)
Metals/Stones (32)
Other (374)
Software (149)
Movies (13)
Tobacco (351)
Counterfaits (571)
Alcohol (12)
eBooks (2482)
Weight Loss (92)

chemdog (outs) Sqg Pure Power Plant
Caligud2012 (1439) kukkaa
Sellen: kukkaavaan (1325)

10g Genuine Fishscale
Cocaine Type
Seller: moramany

how to make track one USA /Eu dumps({USA and
with track 2

Seller: fake (1679)

14g ORANGE BUD w NEXT
DAY DELIVERY
Seller: MrCronk: (1078)

0.02260 BT( 1.77966 BTC 0.34154 BIC 3.60517 BIC 0.49450 BT( 0.00000 BTC

\™ (ZONE)

eBooks » Macking

How to Cheat at Securing
a Wireless Network

Seller: chespee (206)

- - ————
Tobacco » Ggasvites Drugs » Stimcdants > Others Drvgs » Benves

Wont Blue {10 Packs) 2C-B-BZP L. 500 GRAM 2mg Xanax Bars - 250 pills
Saler: Betle (1) Sab ssowce (20) Seler: Al Capone Reloaded (99)

Exchange
Druge » Prosorpiion

Selegiline HCI { Selgin } 5
IEXChamge Mg 500 Pills

Seller: drpsych (0)

Drygs » Shimulants » Cocaine
Half Dunce (14g) Cocaine,
heapestcocaine (0)

0.79096 BT( 0.03390 BTC 0.08475 B1C 14.11017 BTC 1.41243 BTC 1.79379 BIC

User Menu

Home

réremzélgadiSyb4. onionfindex. php?p=view_lsting?: v
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Cryptocurrencies are
popular on the dark web
because they provide a
convenient method of
obfuscating identities and
transaction details.




Recent cases



MACRO

Info of 30 mn Indian railway
users on sale on dark web:

Report

Hackers claim there are a lot of govt emails and info about
important people in leaked documents.

By FORTUNEINDIA.COM, Dec 28, 2022 | 3 min read

The Indian railways and its ticketing arm IRCTC Image: Indian Railways

have not issued any clarification on the hacker’s
claims so far.

= Q
- Magazine Live TV Search
/ 7 / Personal data of 40 crore Twitter users including Sundar Pichai, actor Salman Khan up for sale on dark web

Personal data of 40 crore Twitter users including Sundar Pichai,
actor Salman Khan up for sale on dark web

The report reveals data of Twitter users put up for sale on the dark web containing personal details such as --
email, name, username, followers, and in some cases also phone numbers.

/i / / UP: Police arrest 4 in Lucknow for selling drugs through dark web in exchange for bitcoins

UP: Police arrest 4 in Lucknow for selling
drugs through dark web in exchange for
bitcoins

The Special Task Force of Uttar Pradesh Police arrested four men for supplying prohibited
drugs in the international market through the dark web.

Santosh Kumar Sharma
Lucknow, UPDATED: Dec 25, 2022 23:16 IST




Safety and Precautions



Browse dark web for education/Learn urpose

N % =) i

Steer clear of Don’t enter your Use a legitimate Avoid downloading
i"egal WebSiteS actual email address dark web browser Suspicious f"es

Use a Download
secure VPN antivirus software




Risks of the dark web for children

Lack of regulated content and users
Due to the anonymity of the dark web, it is harder for law enforcement to

iInvestigate cases of abuse

Explicit content
Children can access sites with indecent images, sites selling drugs and/or
weapons. However, this is also the case for the surface web.

Online grooming
Sex offenders are more likely to approach children on the surface web than the

dark web
However, sex offenders tend to use the dark web to meet online and discuss

their strategy to take advantage of children




How do we protect our child from t

*Review privacy filters across all devices and apps.

A Virtual Private Network (VPN) can be used to provide an additional layer of
security to your child’s online activity

*Build their critical thinking: help your child learn how to spot things that may not
be what they seem and make smarter choices online. Inform them about the
reasons someone using the dark web might want to remain anonymous and how
that can cause them harm.



https://parentinfo.org/article/what-are-virtual-private-networks

Who monitors Dark
Web??



Child Exploitation and Online Prot

« CEOP -the Child Exploitation and Online Protection Command — which is part of the National
Crime Agency, uses the skills of its various experts, including forensic professionals and covert
Internet investigators, to track illegal activity on the dark web.

« CEOP gets over 1,300 reports a month, most of which come from industry groups such as the
main internet service providers.

* An annual review (2011-2012) showed that over 400 children had been safeguarded as a result
of their activity. This also led to 192 suspects being arrested.
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Curious Kids

The Dark Web is NOT a fun
place to visit

It is highly likely Dark Welb
users have reason to stay
anonymous so these are
not the type of people you
want to ‘hang out’ with.
Visiting comes with risks.




Dark Web Scanner Alert

@0 We found one of your child’s
passwords on the dark web

To protect their account, change this password immediately. We can
help you choose one that's strong and unique.

Email username@gmail.com
Password 4X (O Found in data breach
Breach name Facebook

Date found Apr 21,2021

What should you do?

1. Change their password for any accounts that use this username and password.

- Use unique passwords for all of your accounts to limit your exposure if any
are compromised.

- Strong passwords are complex, with a mix of letters, numbers and symbols.
2. If there is a company or website listed above that you do not recognize, do not

attempt to visit the website or sign in. They may have purchased your child's
information on the dark web.

A Dark Web alert is a type of
security notification. It informs
you that your sensitive
Information — such as credit
card numbers, phone numbers,
login credentials, email
accounts, home addresses, or
other personally identifiable
information (PIll) — has
surfaced somewhere on the
Dark Web.



https://www.aura.com/learn/how-do-people-steal-credit-card-numbers
https://www.aura.com/learn/how-do-people-steal-credit-card-numbers
https://www.aura.com/learn/what-to-do-if-a-scammer-has-your-email-address
https://www.aura.com/learn/what-to-do-if-a-scammer-has-your-email-address
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National Cyber Crime Reporting Portal

Indian Cyber Crime Coordination Centre




