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ECOMMERCE SPEND BY CATEGORY ——

THE TOTAL AMOUNT SPENT IN CONSUMER ECOMMERCE CATEGORIES IN 2020, IN U.S. DOLLARS
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Attacks on Confidentiality / Secrecy — Packet Sniffing
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Attacks on Confidentiality / Secrecy — Data Theft
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Expand into Gabbar’s

Core area

Massively discount our
products for next quarter




Attacks on Integrity — Data Alteration

Deposit 1 in Veeru’s Account and 99,999

Deposit 1,00,000
in Gabbar’s Account

in Veeru’s Account

Breach of Integrity




Attacks on Authenticity - Spoofing

I’'m Veeru

Send Me all Corporate
Correspondence
with ‘abc’.

Gabbar

Breach of Authenticity




Electronic World




Internet Banking




Customer selects a Selects payment Selects the bank with which Is routed to the
product/service method as net banking he/she has an account banking website
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Selects the account and Enters the OTP and logs Waits for OTP to arrive on Enters his customer ID
confirms the order into the account his/her registered mobile and MPIN
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Payment confirmation / Customer is routed back to
rejection message received e-commerce site
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Unified Payment Interface




Payer Initiated P2P Transfer (Push Payment)

Requestis
n sent to UPI
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Payee Initiated P2P Transfer (Pull Payment)

Account
debit request

Address
ﬂ resolution & Auth

Payer PSP

Payer enters PIN &
request sent to UPI

Credit beneficiary's
account

Remitter

Bank
4

UPI / NPCI

Acc debited and
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Request is
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Payee PSP

Status
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Mobile App

Enter payer VPA &
send collect request
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Basic Elements of Trust

* Privacy (Confidentiality): Ensuring that persons read the
Data/Message/Document

* Authenticity: Ensuring that Data/Message/Document originated from
the signer / sender

* Integrity : Ensuring that Data/Message/Document are by any
unauthorized person

* Non-Repudiation: Ensuring that one their signature or
origination of a message




Backbone of
Trust in e-Transactions




PKI Ecosystem of Trust




Asymmetric Key Cryptography
* Also known as Public Key Cryptography

* Knowledge of the encryption key doesn’t give you knowledge of the

decryption key
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Private
Key

Private Key

3082
ed 93
8466
2add
eb3c
e6b’7
bbed
da33
b4£8
bcff

010a
babb
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5e2f
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1379
cdf?9
9634

Public Key

3082
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What is a key pair?

0101 00bl
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a2cc
allo
4c08
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b2f0
4alo
d02a
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4824
ee93
5b10
£92a
0001
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Hierarchical Trust Model

* For a Digital Signature to have legal validity in India, it must derive its trust from
the Root CA certificate




Certificate Chain & Trust Hierarchy

g Certificate

General Details

Certification Path

Certification path

] ccA India

.:__ﬁ] Capricorn CA 2014
4_::] Balaji Rajendran

2014

Certificate status:

Wiew Certificate

‘Tﬁis certificate is

Ok




Types of Certificates




Types of Certificates

* Signing Certificate (DSC)

* Issued to a person for signing of electronic documents

* Encryption Certificate
* |ssued to a person for the purpose of Encryption;

e SSL/TLS Certificate

* |ssued to a Internet domain name (Web Servers, Email Servers etc...)




SSL/TLS Handshake Protocol

SSL Handshake

Shaded regions show optional messages
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