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~ Mobile devices have revolutionized the way we communicate, we surf the internet, we

do payments, we do gaming and many more

= They have the capability to perform the functionality of a camera, calculator, barcode

reader, credit card scanner, USB thumb drive, eBook reader, audio recorder and many

maore

= This multi function capability of the device along with the cost and mobility factor has

made mobile devices an important part of personal and business life of people and

organizations

= This has led to tremendous increase in the usage of mobile devices in the country

N\, 3 days, mobile devices have become an important part of personal and business
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Amazon, Apple, Netflix, Facebook and WhatsApp are top brands leveraged by cybercriminals in
phishing and fraud attacks — including a recent strike on a half-million Facebook users.

Facebook has been a top cybercriminal favorite in phishing attacks so far this year, with recent
research shedding light on 4.5 million phishing attempts that have leveraged the social media
platform between April and September 2020.

Behind Facebook, messenger app WhatsApp is the second-top platform leveraged by attackers
(with 3.7 million phishing attempts), followed by Amazon (3.3 million attempts), Apple (3.1 million
attempts) and Netflix (2.7 million attempts).

Google’s offerings (including YouTube, Gmail and Google Drive) took sixth position, with 1.5 million
phishing attempts altogether according to a

by Kaspersky.
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WHAT DO YOUR DEVICES KNOW ABOUT YOU?

it'sa P on your desk or a phone in your
pocket, your devices in a ot of pe data. And all WINDOWS PCs MACS ANDROID SMART
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of that information may be vulnerable to cybercriminals.
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* Smartphones
* Have our credentials are saved
e Have our banking apps are installed
* We carry out many financial transactions - UPI, wallets etc.,
* Messages
* Photographs and videos
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* Our complete Personal Sensitive Information is carried by our
smart phones
* Messaging — OTP , password research codes etc.,
* Camera

* Microphone

* Gallery
* Contacts O
* Location ~ Regularly Monitor the permissions of critical

features in your mobile
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* Settings - Apps

Settings Q

®

®

Advanced features

Bixby Routines, Motions and gestures, One-handed
mode

Digital Wellbeing and parental

controls
Screen time, App timers, Wind Down

Device care
Battery, Storage, Memory, Security

Apps
Default apps, Permission manager

. Monitor Permissions

Al (119) ¥

Aarogya Setu
28.01 MB

ACT Fibernet
82.00 MB

Adobe Acrobat
730 MB

Adobe Scan
311 MB

Air India
48.58 MB

Airtel
110 MB

Airtel Live
42.21 MB

Amazon Music
361 MB
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Monitor Permissions

Usage

Mobile data

39.35 MB used since 1 Feb

Battery

2% used since last fully charged

Storage

110 MB used in Internal storage

Memory

8.9 MB used on average in last 3 hours

¢« B 8 O

App settings

Notifications
Allowed u

Permissions

Contacts, Location, SMS, Storage and Telephone

ALLOWED

Contacts

Location

SMS

Storage

Telephone

DENIED

Camera

Microphone

Based on App functionality we should be able to analyze
if these permissions are necessary for the app or not
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Change Permissions

¢ B 8 O

ALLOWED

Contacts
.

SMS

Storage

Telephone

DENIED

Camera

Microphone

LOCATION ACCESS FOR THIS APP

Allow all the time

Allow only while using the app

Deny

See all apps with this permission
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Amazon
2 v
amazon aha
ALLOWED aha
[6] Camera Amazon
Izl Contacts
- Fhigne ALLOWED
CAMERA ACCESS FOR THIS APP
[]  sms
No permissions allowed
[3J  Storage O A”OW
DENIED DENIED
®  Location @ Deny
', Phone
) Microphone
. . - See all apps with this permission
_ Ly Physical activity PP P D Storage
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* Access Permission Manager in your
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Mobile
* Settings — Apps — Permission Manager
(OR)
_ < Apps Sort by
e Settin
Default apps
All (121) w

Permission manager

¥ | aseci Show system apps

Special
ACT Fibernet pecialaccess

77.95 MB

Reset app preferences

Adobe Acrobat
725 MB
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* Permission Manager

<«

q

G

Permission manager

Body sensors
1 of 3 apps allowed

Calendar
4 of 17 apps allowed

Call logs
4 of 6 apps allowed

Camera
25 of 60 apps allowed

Contacts
30 of 62 apps allowed

Location
29 of 62 apps allowed

Microphone
13 of 41 apps allowed

Physical activity
6 of 7 apps allowed

SMS
12 of 17 apps allowed

Storage
47 of 93 apps allowed

- @

@

%

2000 v

SMS

Apps with this permission can send and view SMS
messages

ALLOWED

Airtel

Amazon Shopping

BHIM

Google

Google Pay

Google Play Store

Messages

Phone

Uber

WhatsApp
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* Search in stores can lead to malicious/phishing apps.

WWW,
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* For apps related to payment, banking , social networking etc.,

prefer to download app from company’s owned website rather

than searching in the stores.

&

Download apps from genuine link & avoid all in
one apps for any requirement
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* Ensure your anti-virus and < Software update
operating system are always
updated Your software is up to date.

 Settings -> Software Update
Software update information
« Current version: AS07FNXXU3BTB2 / AS07FNODM3BTB3 /

A507FNXXU3BTB2
« Security patch level: 1 February 2020

Q, _ Ensure Auto Updates are enabled for OS, Apps
and Anti-Virus

Toll Free No. 1800 425 6235
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* Turn OFF Bluetooth and WiFi when not in use
* Set time limit and Lock mobile automatically when not in use

 Prefer PIN/ finger print / face recognition locks as supported
by your mobile.

» Pattern lock are to be avoided - beware of shoulder surfing , screen reading
by placing mobile in different positions.

* Track your mobile for unnecessary and unused apps

Toll Free No. 1800 425 6235
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= Always update your devices with the latest software
= Especially, install all security patches provided by the OEMs

to patch various security threats

= Never visit any shady websites by clicking on the links you
have received over SMS, Whatsapp or by any other means

= Never install apps or software from unfamiliar publishers or
from third-party app-stores

= Never use public WiFi hotspots for performing critical
transactions

Toll Free No. 1800 425 6235
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Some Recent Attacks

Toll Free No. 1800 425 6235




WWW,

g =
E%%%E  Phishing attacks remain an effective method of stealing InfoSec
=)

awareness.in

www.isea.gov.in

credentials and identities, distributing malware, eliciting
fraudulent payments etc.

 Research shows that a new phishing site is launched every
20 seconds

. 87% of successful mobile phishing attacks take place outside
of e-Mail

. «60% of mobile phishing attacks occur over HTTPS

Toll Free No. 1800 425 6235
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Deal of the Day
10 Deals Top deals live only for today

99% Ends TODAY 95% Ends TODAY
off Clij

DEAL O! DEA

Rs 3999 Rs-1:43;499 Rs 3699 Rs-90;999

APPLE | PHONE 11 PRO MAX APPLE IPHONE 11 PRO (64GB) -
(64GB) - MIDNIGHT GREEN MIDNIGHT GREEN

t Buy Now l Buy Now

G Ends TODAY Ends TODAY
off off

1 O <

2203 © A O N8B 0 59% m

amazon-o-sale.tech X ‘i’wwo
SE =t _ S awareness.in

10" Instant Discount’ O'SDI = ©SBICard

-0
Deal of the Day
10 Deals Top deals live only for today
99% Ends TODAY 95% Ends TODAY
off off

DEAL OFTF Y DEAL \
Rs 3999 Rs-1,43,499 Rs 3699 Rs-96,999
APPLE | PHONE 11 PRO MAX APPLE IPHONE 11 PRO (64GB) -
(64GB) - MIDNIGHT GREEN MIDNIGHT GREEN
Buy Now ‘ l Buy Now

I O <
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www.isea.gov.in Text Message

Today 1:17 PM

Because of the COVID-19 outbreak
we are giving out free iPhone 11
smartphones to help you spend
time at home: Katie, go to
appiel0.info/DI7uxPFIOt

iT= IV

Coronavirus (2019 -nCoV) Safety Measures

T —

o
Tuesday, February 4, 2020 at 7:08 PM
Show Details

v

a CoronaVirus_Safety...
1.6 MB

<15 Download All © Preview All
An email sent in the name of WHO with an attachment that will install the
AgentTesla Keylogger to record all keystrokes and send them to attackers.

(Proofpoint)
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wwwhongovin Always check the link before clicking. Hover over it to preview the URL, and

look carefully for misspelling or other irregularities.

Enter your username and password only over a secure connection. Look for

the “https” prefix before the site URL, indicating the connection to the site is

secure.

Be cautious about opening any attachments or downloading files you receive

regardless of who sent them.

Look for the sender email ID before you enter/give away any personal

information.

Use antivirus, antispyware and firewall software (update them regularly too).
- Always update your web browser and enable phishing filter.

If you receive any suspicious e-mail do call a company to confirm if it is

legitimate or not.

Do use a separate email accounts for things like shopping online, personal

etc.
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social networking
service 1is an online
platform used to build
social networks or social
relations  with  other
people who share similar
personal or career
interests, activities,
backgrounds or real-life
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CAREER & ONLINE ONLINE
BUSINESS MATCH SHOPPING
OPPORTUNITIES MAKING SITES

AMAZON

FLIPKART
MYNTRA

SNAPCHAT

TWITTER
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2 0 2 0 This Is What Happens In An
Internet Minute

facebook.

NETFLIX

. 190 Million
., Emails Sent

Created By:
W @Lorilewis
W @OfficiallyChadd
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400

300
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Number of users in millions

100

2015 2016 2017 2018 2019 2020 2021 2022 2023

_ © Statista 2020
M © Additional Information Show source @ Free NO 1800 425 6235
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Hnisea.govin Social Networking sites may be used for
Meeting the people online across the world
Making friendship with the people who are far away
Profile building

Self representation
Exchanging / Sharing the information related to studies or

education, current affairs, sports, business, transport, movies,
latest news updates, event announcements, exchanging the
thoughts etc

Share the data files, videos, music, photos

Toll Free No. 1800 425 6235
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nu D

Mailing Hardware
Address Settings

Tuil

Signal
Strength

Location
Information

-
-
-
-
-
o

Language Address
Book

Third Party
Sites That Use
Social Media
Plugins

AN

Partner
Companies to
Main Social

Media Plugins

Photos

[© ]

Device
Settings

()

ISP
Provider

Videos

Browser
Type
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==

Credit Card
Information

Debit Card
Information
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Personal Information available publicly on internet >IN
T I 5%
Age -
Email Address -
Home Address R
Home Phone Number B 150
Maobile Number I o
Bank Account details 7
Details of your family members B 137
Location updates I v
Personal/Family Photographs/selfies NN ::°:
|

7
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Social Networking Risks and
Challenges
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www.isea.gov.in - Social networking has become most popular activity in today’s Internet world and epically
growing kinds

Disadvantage : Trapped by scammers or hackers leading to loss of confidentiality and identity theft,
* expose the kids to various risks like

* online bullying,

* disclosure of personal information,
* cyber-stalking,

* access to inappropriate content,

* online grooming,

* child abuse,

» fake profiles with false information,
* malicious application,

_ * Spam, and fake links which leads to phishing attacks etc.,

Toll Free No. 1800 425 6235
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* Spam

* Scams

* Phishing

* Clickjacking

* Malicious applications and
* Many more

e ] | Toll Free No. 1800 425 6235 |
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* Younger generations tend to be more trusting

* Adding people they don*t know

* Talking to those people

* Arranging meetings with online social contacts

* Believing people are who they say they are on their SNS
* Revealing private information

* Believe there are little to no risks

* More trusting when someone is a “friend”, even if they*ve
never met in person or have a very brief meeting

PITEYZVES Jae k| vananarinfac o n
ﬁ Y
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Tips to avoid risks by social networking
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InfoSec

*Limit the information you put in the social networking sites. awareness.in
*Don’t put personal information

*Most of the sites and services provide options for privacy settings

*Be careful if you want to meet social networking friends in person,

* Don’t ever click suspicious link while logged into social networking accounts.

* Always clean browser’s cookies and cache.

*Install a good and latest version of Anti-virus to keep your system free from malicious applications

* Don’t ever share your password and keep changing your password regularly.

*Don’t ever login to any site other than the legitimate sites

*Use Virtual Keyboard, wherever possible to enter your password for better security as these cannot be captured b
key-loggers.

7
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INSTANT MESSAGING InfoSec
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, . Never reveal your full name,address, phone
www.isea.gov.in L number,location or other personal information.
Use alias names or nick name

Opening attachments or clicking on the
links sent from strangers may be harmful,
they may contain virus.

Never open or click on them

If anything turns worse or if you find “gave this Conversation
something creepy, leave the chat room

3 or block the person

Some times strangers may offer
free gifts through instant message
with false information.

Never believe or accept them g

Video chats can be used to
photograph or videotape without
your knowledge.

Never do video or voice
chat with strangers

i Beware and Be Secured

M For more details / queries on Cyber Security visit or call us to our Toll free number

Toll Free No. 1800 425 6235

IRECS N o o ™ -___l'::“:::-'xlwu




<7 ‘Fiance’ from UK sends woman o
L expensive gift, cheats her of Rs 71 L
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MG CHETAN @8engaluu

A 42-year-old unmarried woman, who
was in search of a groom, fell prey to cy-
ber crime and lost over Rs 71 lakh, which
she paid towards ‘Customs fee' for an ex-
pensive gift sent by her would-be hus-
band. Police have registered an FIR
based on her complaint.

The waman, a resident of Dharwad
city, has approached the Cyber Crime po-
lice in Bengaluru seeking action against
the accused, with whom she got in touch
through a social networking platform,

Cyber crimes, in which victims lose
more than Rs 15 lakh, are dealt with by
the Bengaluru Cyber Crime paolice.

Police said that the woman, who was
in search for a suitable groom for her,
said her sister came across the profile of
one Andrew Cohen. “The woman got in
touch with him in the last week of De-
cember 2019, The accused daimed to be
hailing from United Kingdom and both
of them exchanged their phone numbers
after expressing interest in each other,

Cohen told her he had sent her an expen-
sive gift for New Year, which the com-
plainant believed,"” the police said.

“From January 6, she started receiv-
ing calls from people claiming to be of-
ficials from the Customsdepartment and
othercentral authorities, asking her pay
towards various charges to deliver the
gift. Even then, the complainant did not
realise that it was a trap and transferred
money to bank account numbersprovid-
ed by the accused. Between Januaryé to
27, she had deposited a total amount of
Rs 71,57,793 through online transfers.
Even after that, they continued calling
her, asking to transfer more money. She
grew suspicious and realised it was Co-
hen who was impersonating himself as
anofficial from the Customs department
and other agencies,” an official said.

The police have registered an FIR un-
der the provisions of the Information
Technology Act. “A team will be sent to
Dharwad to investigate the case and ef-
forts are on to trace the accused,” the of-
ficial added.

Toll Free No. 1800 425 6235
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FB crook from Bholanagar nabbed

® After sending friend requests from fake Facebook accounts, Majid would lure young girls

Formal chat turns
into personal chat

KK. ABDUL
HYDERABAD, SEPT.11

A BTech student from
Banjara Hills has been
arrvested for exploiting
girl students after luring
them to send him their
nude pictures.

Abdul Majid, 21, a resi-
dent of Bholanagar, extra-
cted money from one vie
tim and tried to exploit
others In different ways.
Posing as a girl, he used
six fake accounts to start
conversations with the
victims. In one-and-a-half
years, he had contacted
200 girls from internation
al schools and other posh
institutions in Hyder-
abad, and secured nude
pictures of as many as 80
victims. The cyber crime
police arrested Majid
after a parent approached
them

Majid, who Is In his
Third Year B. Tech Comp
uter Sclence, only target-
od giris studying In Class
VI to Intermediate. He
threatened and Dblack
malled most of his vie
tims. However. none of
them told this to their par
ents or approached the
police till this week.

From the fake accounts,
he would chat with the
victims, pretendingtobe a
girl and tell them that
“she™ was new to the city
and had no friends here

According to Cyberabad
commissioner of police
C.V. Anand, after sending
friend requests from his
fake account, Majid would
lure the victims through
chatting. “Most girls
accepted the friend
request thinking it was a
girl. And he would build
up the conversation cun-

vanana infacac N ranacc 10

The complainant, Janani Rao and her mother, Swati Prabhu
with Cyberabad Commissioner of Police, C.V. Anand (top),

Abdul Majid (right)

—DECCAN CHRONICLE

The girls would

realise that it was
a man behind the
account once he

started threatening
them, By then, the victims
would have shared thelr per-
sonal experiences and even
phone numbers
~—d Riyazuddin,
Cyberabad cyder Crime inspector

ningly with the victims,
and then start chatting
about sexual encounters
He would ask if they had
such experiences. If they
100, start chatting explicit
ly about their exper)
ences, he would take
screenshots of the conver-
sation and tell them that
he would upload the same
on their Facebook wall.
He would then ask for
nude photos, and if the
victim refused, he would
threaten to send the chat
history to thelr parents,”
sald Mr Anand

“They would only
realise that it was a man
behind the account once
he started threatening
them. By then, the victims
would have shared their
personal experiences and
even phone numbers. He
also called up several vic
tims over phone and
threatened them.” sald
Cyberabad Cyber Crime
inspector Md Rivazuddin

The investigation oM.
cials, who checked the
chat history. found that
one victim had begged
him not to ask for more
money. "It stated that she
had already pald more
than 80,000 to him, and
she couldn’t pay him any
more,” sald an official
Majid also made several
unsuccessful attempts to
extort money from other
victims,

Police suspect that he
also wanted to sexually
exploit his victims. He has
been  sent 1o Judicial
remand

BEWARE

MAJID, WHO IS IN HIS
THIRD YEAR B. TECH
COMPUTER SCIENCE,
ONLY TARGETED
GIRLS STUDYING IN
CLASS VIl TO
INTERMEDIATE.

POLICE SUSPECT
THAT HE ALSO WANT-

ED TO SEXUALLY
EXPLOIT HIS VICTIMS.

DC
HYDERABAD, SEPT.11

Jananl Rao (17) from
Banjara Hills got three
Facebook friend requests
from unknown girls,
whose blo Indicated that
they were Intermediate
students in Hyderabad.
After she accepted one of
the requests, the “girl”
started chatting with her
The formal <S\ms s00n
turned into personal
chats, and then it 100k a
shocking turn

The “girl” claimed that a
man possessed obscene
videos of Jananl, and he
was going to upload it on
the Internet. “The girl sald
she was ready to help me
to stop the guy from
uploading the video. In
return she asked me for
my nude photos. | was
shocked. [ was sure that no
such video existed. and |
got suspicious about why
this girl would ask for my
nude photos,” said Janani,
who Is an Intermediate
student

“The girl then started
threatening me saving she
was the daughter of an IG,
and | would be booked
under false cases If | didn’t
obey her.” she added.
Janani informed her
mother about the whole
episode. After a while, she
got a call from a person
who claimed to be a police
inspector from Madhapur:
‘He wanted to talk to my
mother, and wanted my
Facebook password. He

THE SIX FAKE
ACCOUNTS USED BY
MAJID TO LURE GIRLS
ARE IN THE

NAMES OF

m Vedika Chopra
m Rishika Lodani
= Jhanvi Bhatia
m Kherti Verma
m Tanvi Vaidyum
m Shriya Chitturi

PARENTS CAN
CONTACT THE COPS
REGARDING

THE CASE AT:

Q

lnld my mmFmr lﬁm some
explicit content had been
shared on my FB account.
We became suspicious
and did not give any
details. Later, we
approached the police,”
sadd Janani

After police arrested
cyber stalker Majid, Jan-
ani and her mother, Ms
Swatl Prabhu, understood
that it was he who was try
Ing to blackmall them, “[t
was good that my daughter
told me before it took a
horrible turn. We also
made a quick decision to
approach the police. |
would suggest all
teenagers 1o open up to
their parents if they get
into trouble online,” sald
Ms Prabhu

WWW,
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Friend created fake profile and posted
“offensive messages

4

Youth misuses classmate’s
profile, posts lewd scraps

He is caught
following the
girl’s complaint
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%% Addicted to Facebook and ends her life infoSec

| '§§ awareness.in

wwiseagovin - Prevented from using Facebook, Maharashtra girl
ends life

IANS By Indo Asian News Service | IANS India Private Limited — Thu 24 Oct, 2013

W Tweet < 29 ﬁ Share &+*1 2 Pinit =~ Print

Parbhani, (Maharashtra), Oct 24 (IANS) A teenaged college girl committed suicide after her parents restricted
her use of her mobile phone and social networking sites like Facebook, police said Thursday.

The incident occurred late Wednesday night after 17-year-old Aishwarya S. Dahiwal had an argument with her
parents over using Facebook on her computer.

According to investigating officer G. H. Lemgude of Nanalpeth police station in Parbhani. around 500 km east
of Mumbai, Aishwarya's parents had objected several times to her using social networking sites and chatting
long over the mobile phone.

"Like all parents, their intentions were only to ensure that the girl did not go astray. They advised her to
concentrate on her technical studies and stay away from long mobile chats and social networking sites."
Lemgude told TANS.

After the argument Wednesday night. Aishwarya went to her room, penned a suicide note and hanged herself.
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*TinEye is a reverse image search engine.
*Give it an image and it will tell you where the image
appears on the web.
LINK: https://tineye.com/
[




Search Technology Products About Log in

Upload, paste or enter Image URL

10 results

Searched over 41.4 billion images in 1.3 seconds for: ISEA.png

Using TinEye is private. We do not save your search images. TinEye is free to use for

non-commercial purposes. For business solutions, learn about our technology.

Sort by best match v Filter by domain/collection

=} cloud.apk-cloud.com Bl Adobe Stock  Limited time offer: Get 10
free Adobe Stock images.
fa/developer/Mobile Seva - First found on Feb 04, 2018

Filename: com.cdac.iseaapp-w130.png (130 x 130, 15.3 KB)
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networking-information-news-and-tips.... - First found on Oct 18, 2017

Filename: ISEA_logo new.png (971 x 1037, 99.5 KB)
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wowiseagovin © WhatsApp is the favorite medium for hackers.

* Malware scripts embedded in photos & videos received on WhatsApp can
access your media gallery, contacts, etc. and transmit them to remote servers.

* There is a simple way to protect oneself from such an attack.
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Tap on the

Top-right corner.....
22 A OTHER
** no status ™
26 A OTHER

Hey there! | am using WhatsApp.

268
SHO to ICPP !

278

b 6= &

OTHER

OTHER

Hey there! | am using WhatsApp

ATLUCD

Naw group
New broadoact
WhnatsApp Web
Siatiet] Imes sages

Siatus

22 A
= no status ™

Tap on Settings.....

; 268 OTHER
.y SHOt0ICPP I
278 OTHER

i

Hey there! | am using WhatsApp.

¢ Settings

vijay

Think before speak
? Account
& Chats

A Notifications

Contacts

O vGA44G4 B 217PM

areness.in
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Tap on Data usage
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Network usage

Media auto-download

When connected on Wi-Fi

When using mobile dadg
Photos

When connected on
All media

4 Documents

- ' e always
Tap on all the three |or the best
options..... 2
l— Call settings Uncheck all the four
M | ow data usaae options. LR BOU 420 UZID




< Account

Security

)

When roaming

[] Photos Change number

Delete my account

[] Audio

[] Videos

[] Documents
To prevent strangers from

downloading your profile

CANCEL pic, tap on Privacy option.

These settings will ensure that no malware get

automatica”y downloaded through media files




€ Privacy

=
: 2
isEx
A

www.isea.gov.in

Who can see my personal info

Last seen
Nobody

Profile photo

Profile photo

Everyone
(® Everyone () Everyone
Status
My contacts
crenone (O My contacts

Tap on Profile L tolmry
photo..

Messaging
Blocked contacts: 1 Change from Everyone to My Contacts
List of contacts that you have blocked. or N obgdy o

Toll Free No. 1800 425 6235
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Setting password

Profile photo
My contacts

About
My contacts

Status
My contacts

Read receipts

If turned off, you won't send or receive
Read receipts. Read receipts are always
sent for group chats.

Groups
My contacts

Live location
None

Blocked contacts
No

Fingerprint lock
Disabled
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5 Two Step Verification on WhatsApp should also be enabled WWW.

=]
2 =)
isEx
=1

www.isea.gov.i

o

< Account

ﬂ Privacy

Account
Privacy, security, change number

@ Security

Chats
Theme, wallpapers, chat history

Two-step verification

Notifications
Message, group & call tones

Data and storage usage

Network usage, auto-download E C ang

Help

FAQ, contact us, privacy policy a Request account info

Invite a friend

Delete my account

c=b

from
FACEBOOK

InfoSec

areness.in
< Two-step verification

* % %

For added security, enable two-step verification,
which will require a PIN when registering your
phone number with WhatsApp again.

ENABLE

Toll Free No. 1800 425 6235




< Two-step verification
=

= '
-
E|§.: Enter a 6-digit PIN which you'll be asked for
H when you register your phone number with
www.isea.go WhatsApp:

-

¢ Two-step verification

Add an email address to your account
which will be used to reset your PIN if you
forget it and safeguard your account. Skip

(i )
~—_

o0

Sec

1@ss.in

* % %

Two-step verification is enabled.

(= >
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Enter your two-step verification
PIN

You will be askedTor It periodically to
help you remember it. Forgot PIN?

Toll Free No. 1800 425 6235
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* Click on 3 dots shown on the
right top corner in the group.
* Click on the first option i.e.

GROUP INFO

*' Abhult CDAC Si

Before you Accept a friend rec

Forwarded

PRI \ATIONAL CYBER SECUI

POSTER

Set an exa
gadgets at
- gener

mple by using your
appropriate time and place

ally children do what they see

Group info

Group media

Search

Mute notifications

Wallpaper
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Three options shown below
the group name i.e. mute
notifications, custom
notification, Media visiblity
Click on the third option
MEDIA VISIBILITY

Click on "No" option. Now the
media will not be saved in
your phone. but it will display
only in your group chats..

Now that you know....act and
inform your other group
members in other groups.

This feature is only available in

Group, not in individuals..

open It. >SImply clic
Have an online check

about the contest or

ame you won
& y You have been

Awarene

Created-by.ChA SallUrthysiri6/19. " "

Description
W

Media, links, and docs 3,392 >

Media visibility

Group settings

Show newly downloaded
media from this chat in your
phone's gallery?

(O Default (Yes)

O VYes

CANCEL  OK
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WhatsApp Fraud

4%
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lﬂ

e

+91 6283 692 469
last seen today at 13:35

TODAY

& Messages and calls are end-to—end encrypted. No
one outside of this chat, not even WhatsApp, can read
or listen to them. Tap to learn more.

2 UNREAD MESSAGES

25 LAKH KA LOTTERY LAGA HAI

APP KAY IS WHATSAPP NUMBER PER
25,00,000 RUPAY KA LOTTERY LAGA HAI
LOTTERY LENE KE LIYE IS WHATSAPP NUMBER

PER'CONTACTKARO. Jmp 77717444964

@ WhatsApp

. KBC,officer

Lotfe No: 8G9]_l

I b 34

The sender is not in your contact list

WWW,

InfoSec

awareness.in

Toll Free No. 1800 425 6235




. T Fake messages in i - —
dskd- ok Whatsapp InfoSec
§ ; What is fake/hoax message? awareness.in

oots vt

www.isea.gov.in Fake/Hoax messages are the messages, e T

#HTUG et b wobebam 4
PROUCTS OF T8 riCR.004 SN Sening
e

which are based on the false story e

These messages have been transferred
through Internet like Social media like
Facebook, Twitter, WhatsApp and text
messages, Emails etc.,

How to check Fake WhatsApp messages with links

Check for the URL if any such
offer is available or not http://amazon.mobile-flashsale.com

Ty Sammng J7 Wobile @ 499 -y
b :
arapon robele- foshade con

Bresding News, Anazon Selling

Sarvsung J7 Mobide Phore ol Jest 499

s bocacse of Coldes Arviversary. Buy it

Now Before Sale Ends. Cash On Defivery
# ., Wi st (o

If you receive such messages

General Tips for identifying
the authenticity of WhatsApp messages

Understand Check photos,

when 3 information information : ;
Videos & Audio
message is which thatseems messages
,,,,,,,,, T AP T forwarded looks different® ,nbelievable

etaainy | Toll Free No. 1800 425 6235
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sk WHATSAPP & @5

CcDAC

BEHAVIORAL TIPS FOR ALL

courteous in”

Avoid getting ’ =
into multiple 8

topu:s at one go
T l

on Gh

would hurt religious

online behaviour
T el o
r both words m—
and approach g

)
1 Always he u- M Show patience 2 .

for receiving

replying after photos after
reading messages the party/vacation
Avoid making Make Y j
fuss over others appropriate bt

use of emojis . ...«

Avoid q°

spreading

= fake news .
Do not
argue over ol |

silly matters =~ -@

No. you . Listan o ma. -u

Don’t spam with

unnecessary 1 0
chains and

or cultural sentiments  forward messages

c 9 Never begma =
topic that
Ne

. Control what 1 1 ’ 1
you see and
with whom
you interact

Report spam and block

L4
. Add to contacts ot

Not Sp

Control what
you share

s -

WWW,

InfoSec

awareness.in

Toll Free No. 1800 425 6235



g 8
2 =)
isEx
=1

www.isea.gov.in

Follow us
www.infosecawareness.in

Iﬁ https://www.facebook. com/in f osecawareness

Yl)ll https://www.youtube.com/channel/UCWPBKQryy
VvydUy4rYsbBfA

https://plus.google.com/u/0/1069378698601
39709031/posts

emaitia: IS€@@cdac.in
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