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Secure way of using Smart 
Phone
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Introduction

► Mobile devices have revolutionized the way we communicate, we surf the internet, we 

do payments, we do gaming and many more 

►  They have the capability to perform the functionality of a camera, calculator, barcode  

reader, credit card scanner, USB thumb drive,  eBook reader, audio recorder and many 

more

► This multi function capability of the device along  with the cost and mobility factor has 

made  mobile devices an important part of personal  and business life of people and 

organizations

► This has led to tremendous increase in the  usage of mobile devices in the country

► Now a days, mobile devices have become an  important part of personal and business 

life of  people and organizations
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Economic Times 
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Amazon, Apple, Netflix, Facebook and WhatsApp are top brands leveraged by cybercriminals in 
phishing and fraud attacks – including a recent strike on a half-million Facebook users.

Facebook has been a top cybercriminal favorite in phishing attacks so far this year, with recent 
research shedding light on 4.5 million phishing attempts that have leveraged the social media 
platform between April and September 2020.

Behind Facebook, messenger app WhatsApp is the second-top platform leveraged by attackers 
(with 3.7 million phishing attempts), followed by Amazon (3.3 million attempts), Apple (3.1 million 
attempts) and Netflix (2.7 million attempts).

Google’s offerings (including YouTube, Gmail and Google Drive) took sixth position, with 1.5 million 
phishing attempts altogether according to a 

by Kaspersky.

Latest phishing and fraud attacks  

https://usa.kaspersky.com/about/press-releases/2020_kaspersky-research-finds-social-networks-messengers-and-external-cloud-services-are-most-often-exploited-by-cyber-fraudsters
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Why should we worry ?

• Smartphones
• Have our credentials are saved
• Have our banking apps are installed
• We carry out many financial transactions  -  UPI, wallets etc.,
• Messages
• Photographs and videos
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Why should we worry ?

• Our complete Personal Sensitive Information is carried by our 
smart phones

• Messaging – OTP , password research codes etc.,

• Camera

• Microphone

• Gallery 

• Contacts

• Location Regularly Monitor the permissions of critical 
features in your mobile
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Monitor Permissions
• Settings - Apps



Toll Free No. 1800 425 6235Toll Free No. 1800 425 6235

Monitor Permissions

Based on App functionality we  should be able to analyze 
if these permissions are necessary for the app or not
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Change Permissions
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Monitor all critical permissions at one 
place

• Access Permission Manager in your 
Mobile

• Settings – Apps – Permission Manager 
(OR)

• Settings - Privacy

www.infosecawareness.in
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Monitor all critical permissions at one 
place

• Permission Manager
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Installing Apps

• Search in stores can lead to malicious/phishing apps.

• For apps related to payment, banking , social networking etc., 

prefer to download app from company’s owned website rather 

than searching in the stores.

www.infosecawareness.in

Download apps from genuine link & avoid all in 
one apps for any requirement
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Updated Operating System and 
Apps

• Ensure your anti-virus and 
operating system are always 
updated

• Settings -> Software Update

Ensure Auto Updates are enabled  for OS, Apps 
and Anti-Virus 
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Tips for your daily practice

• Turn OFF Bluetooth and WiFi when not in use

• Set time limit and Lock mobile automatically when not in use

• Prefer PIN/ finger print / face recognition locks as supported 
by your mobile. 

• Pattern lock are to be avoided -  beware of shoulder surfing , screen reading 
by placing mobile in different positions.

• Track your mobile for unnecessary and unused apps

www.infosecawareness.in
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How to protect your Smart Phones

► Always update your devices with the latest software

► Especially, install all security patches provided by the  OEMs 

to patch various security threats

► Never visit any shady websites by clicking on the links  you 

have received over SMS, Whatsapp or by any  other means

► Never install apps or software from unfamiliar  publishers or 

from third-party app-stores

► Never use public WiFi hotspots for performing critical  

transactions
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Some Recent Attacks
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• Phishing attacks remain an effective method of stealing 

credentials and identities, distributing malware, eliciting 

fraudulent payments etc.

• Research shows that a new phishing site is launched every 

20 seconds

•  87% of successful mobile phishing attacks take place outside 

of e-Mail

• ●60% of mobile phishing attacks occur over HTTPS



Toll Free No. 1800 425 6235Toll Free No. 1800 425 6235



Toll Free No. 1800 425 6235Toll Free No. 1800 425 6235

SMS phishing &  Vishing  
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∙ Always check the link before clicking. Hover over it to preview the URL, and 
look carefully for misspelling or other irregularities.

∙ Enter your username and password only over a secure connection. Look for 
the “https” prefix before the site URL, indicating the connection to the site is 
secure.

∙ Be cautious about opening any attachments or downloading files you receive 
regardless of who sent them.

∙ Look for the sender email ID before you enter/give away any personal 
information.

∙ Use antivirus, antispyware and firewall software (update them regularly too).
∙ Always update your web browser and enable phishing filter.
∙ If you receive any suspicious e-mail do call a company to confirm if it is 

legitimate or not.
∙ Do use a separate email accounts for things like shopping online, personal 

etc.

Precautions 
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A social networking 
service is an online 
platform used to build 
social networks or social 
relations with other 
people who share similar 
personal or career 
interests, activities, 
backgrounds or real-life 
connections. 

What is Social Networking ? 
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Number of social network users in India from 2015 to 2018 with a 
forecast until 2023 
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Social Networking 

03-02-2021

⦿ Social Networking sites may be used for 
⦿ Meeting the people online across the world
⦿ Making friendship with the people who are far away
⦿ Profile building
⦿ Self representation
⦿ Exchanging / Sharing the information related to studies or 

education, current affairs, sports, business, transport, movies, 
latest news updates, event announcements, exchanging the 
thoughts etc

⦿ Share the data files, videos, music, photos 
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What Personal Information You Share on Social 
Media
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Social Networking Risks and  
Challenges
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Social Networking Risks and Challenges

Social networking has become most popular activity in today’s Internet world and epically 
growing kinds

Disadvantage  : Trapped by scammers or hackers leading to loss of confidentiality and identity theft,

• expose the kids to various risks like 

• online bullying, 

• disclosure of personal information, 

• cyber-stalking, 

• access to inappropriate content, 

• online grooming, 

• child abuse, 

• fake profiles with false information, 

• malicious application, 

• Spam, and fake links which leads to phishing attacks etc.,
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Some more Risks 

• Spam

• Scams

• Phishing

• Clickjacking

• Malicious applications and 

• Many more 

3 February 2021 www.infosecawareness.in 35
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Reasons for SNS Risks 

• Younger generations tend to be more trusting

• Adding people they don‟t know

• Talking to those people

• Arranging meetings with online social contacts

• Believing people are who they say they are on their SNS

• Revealing private information

• Believe there are little to no risks

• More trusting when someone is a “friend”, even if they‟ve 
never met in person or have a very brief meeting

3 February 2021 www.infosecawareness.in 36
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•Limit the information you put in the social networking sites.

•Don’t put personal information

•Most of the sites and services provide options for privacy settings 

•Be careful if you want to meet social networking friends in person, 

• Don’t ever click suspicious link while logged into social networking accounts.

• Always clean browser’s cookies and cache.

•Install a good and latest version of Anti-virus to keep your system free from malicious applications

• Don’t ever share your password and keep changing your password regularly. 

•Don’t ever login to any site other than the legitimate sites

•Use Virtual Keyboard, wherever possible to enter your password for better security as these cannot be captured by 
key-loggers.

Tips to avoid risks by social networking
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Friend created fake profile and posted 
offensive messages

3 February 2021 www.infosecawareness.in
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Addicted to Facebook and ends her life 

3 February 2021 www.infosecawareness.in
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•TinEye is a reverse image search engine. 

•Give it an image and it will tell you where the image 
appears on the web. 

LINK: https://tineye.com/ 

TinEye 
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WhatsApp Security 

• WhatsApp is the favorite medium for hackers. 

• Malware scripts embedded in photos & videos received on WhatsApp can 
access your media gallery, contacts, etc. and transmit them to remote servers.

• There is a simple way to protect oneself from such an attack. 
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Setting password
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Two Step Verification on WhatsApp should also be enabled 
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• Click on 3 dots shown on the 

right top corner in the group. 

• Click on the first option i.e. 

GROUP INFO

Media Download  
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• Three options shown below 

the group name i.e. mute 

notifications, custom 

notification, Media visiblity 

• Click on the third option 

MEDIA VISIBILITY 

• Click on "No" option. Now the 

media will not be saved in 

your phone. but it will display 

only in your group chats.. 

• Now that you know....act and 

inform your other group 

members in other groups. 

• This feature is only available in 

Group, not in individuals.. 
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WhatsApp Fraud
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Follow us
www.infosecawareness.in

https://www.facebook.com/infosecawareness

TOLL FREE No. 1800 425 6235

https://www.youtube.com/channel/UCWPBKQryy
VvydUy4rYsbBfA

https://plus.google.com/u/0/1069378698601
39709031/posts

isea@cdac.inEmail id:


