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Settings General Account Settings

¢ General Name

@ Security and login
Username

Contact

¢ Your Facebook information ‘

Privacy

1]
-

Ad account contact
+* Face recognition

) ) Memorialisation seftings
4 Profile and tagging g
% Public posts Identity confirmation

@ Blocking

Location

" Aa Language and region

Contact

Current email address

Primary

Allow friends to include my email address in
"Download Your Informafion’

+ Add another emall address or mobile number

In Settings> General, Add more than one email addresses and verify your phone number. It
will help to restore your account in case your account gets hacked.
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0 Settings Security and login

v\ General Recommended Two-factor authentication

Security and login ‘ ¢+, Check your mporiant securly seings n Use two-factor authentication
~ We'll take you through some steps to help protect your account. : . . . .
akeyou roughsomeses o el prfctjour 2o Well ask for a code if we nofice an attempted login from an unrecognised device or browser,

Your Facehook information

Where you're logged in Authorised logins

ok, Windows PG - e nda Review a list of devices on which you won't have to use a login code
Chrome - Active now

g Privacy

fah
+ ¢ Face recognition

OnePlus 7 - Delh, Ini App passwords
p Prodoaing "T*‘US ewa 5 Use special passwords to log i to your apps instead of using your Facebook password or login codes.

Public posts
P v See more

% Blocking

Login
Location

Change password
Aa Language and region 's a good idea fo use a strong password that you don't use elsewhere

Help protect your account using Two-factor authentication. If an attempted login from a device or
browser Facebook don't recognize is noticed, it'll ask for your password and a verification code.
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o General Recommended

Setting up extra security
Che k your important security semngs

e you through some steps to

0 *" Your Facepook inmormation Get alerts about unrecognised logins

On + We'lllet you know if anyone logs in from a device or browser you don't usually use

Where you're logged in
4 Privac
® / El Windows PG - Delh, India

Choose 3 to 5 friends to contact if you are locked out
Chrome - Active now

> > Face recogniion Your frusted contacts can send a code and URL from Facebook o help you log back in

OneP\usT Delm ndia

4 Profile and tagging
0
ﬁ Public posts

0
% Blocking

8 Login
Location

v See more

Ch

i's use astro |8H‘W U don't use Inere

From Security and Logln under settings, make sure you set up additional security measures

iIncluding SMS and email alerts for unknown logins, two-factor authentication and pick 3-5
friends who can help you restore your account if it gets hacked.

" Aa Language and region
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o General
v

= ® Security and login

® & Privacy
> & Face recognition

4 Profile and tagging

0
% Public posts

% Blocking
8

Location

0 ® B8 @

Your Facebook information

You can view or download your information and delefe your account at any fime.

Access your information  View your information by category.

Deactivation and deletion Temporarly deacivate or permanently delete your
Transfer a copy of your  Transfer your photos or videos to anoiher senice. View
photos or videos acoount.

Download your Download a copy of your information to keep or to fransfer
information o another sevice.

Activity log View and manage your information and some seffings.

Off-Facebook activity ~ Vies om businesses and organisafions

i settings Managing your Leam more about how you can manage your information.

If you want to take a break from Facebook, you can deactivate your account and if you want
you can permanently delete your Facebook account.
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Settings Privacy Settings and Tools :
Privacy Checkup

We'll guide you through some settings so that you can make the right choices for your account.
Privacy shortcuts Check a few important sefiings What topic do you want to start with?
Quickly review some important setings to make sure that you're sharing with the people you want.

General

Security and login

Your Facebook information Manage your profile
Go to your profile to change your profile information privacy, such as who can see your date of birth o relationships.

. Who can see what you ~ How to keep your How people can find Your data settings on
Privacy Learn more with Privacy Basics share account secure you on Facebook Facebook
© Aweek ago © Aweekago © Aweek ago © Aweek ago

Get answers to common questions with this interactive quide.
Face recognition

Profile and tagging Your activity Who can see your future posts? Public Edit

Public posts Review all your posts and things you're tagged in Use Activity Log Your ad preferences on

Facebook
BlOCkiﬂg © Aweek ago
Limit the audience for posts you've shared with Limit Past Posts

. friends of friends or Public?
Location You can check more privacy settings on Facebook in Settings.

U

Language and region Who can see the people, Pages and liss you follow? Friends Edit™ o

Privacy Checkup guides you through some of ¥our privacy and security settings, so you

review your choices to help make sure that you're sharing with who you want.




Who can see what you How to keep your How people can find

share account secure you on Facebook
©@ A week ago © A week ago © A week ago

\Y/

Your data settings on Your ad preferences on

Facebook Facebook
© A week ago © A week ago
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General

Security and login

Your Facebook information

Privacy

Face recognition

Profile and tagging

Public posts

Blocking

Location

Language and region

' Adjust Your Privacy Settings !

Privacy Settings and Tools

Privacy shortcuts  Check a few important settings

e your profile
our profile to change your profile informatic

Leam more with Privacy Basics

Get answers to common questions with this i
Your activity Who can see your future posts?
Review all your posts and things you're tagged in

Limit the audience for posts you've shared with
friends of friends or Public?

Who can see the peaple, Pages and lists you follow?

e of birth or relationships.

Public Edit

Use Activity Log

Limit Past Posts

Friends

Your activity

Who can see your future posts?

Review all your posts and things you're tagged in

Limit the audience for posts you've shared with
friends of riends or Public?

Who can see the people, Pages and lists you follow? Friends

Use Activity Log

Limit Past Posts




' Adjust Your Privacy Settings !

< & 8 wwwiacebook com

m a Amazonin [§ Alitxpress @ (45
. 0e ¢ ® B

Settings Privacy Settings and Tools
g Y . How people can find  Who can send you friend requests? Everyone

and contact you
¥ Goneral Privacy shortcuts  Check a few important settings y

Q 50N seftings to make sure

® Security and login ' ’ S Who can see your friends list? Friends

Your Facebook information Manage your profile
Who can ook you up using the email address you provided?  Everyone

Privacy Leam more with Privacy Basics

Face recognion S Who can look you up using the phone number you provided? ~ Only me

Profile and tagging Your activity Who can see your future posts? Public

Do you want search engines outside of Facebook to link to Yes

Public posts your poss a gs you're tagged in VOUI'PI'OWG')

Blocking
've shared with Limit Past Posts

Location friends of friends or Public?

U

Language and region Who can see the people, Pages and liss you follow? Friends Edt
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o 0 Q ﬁ EP ﬁ How you get message Decide whether message requests go to your Chats list, your "Message requests" folder or whether to
requests receive them at all.

Settings Privacy Settings and Tools Potential connections

v General People with your phone number
Privacy shortcuts  Check a few important setiings
Quickly review some important setings to make sure that you're sharing with the people you want.

Security and login Friends of friends on Facebook Message requests

Your Facebook information Manage your profile
Go to your profile to change your profile information privacy, such as who can see your date of birth o relationships. Accounts you follow or have chatted to on |nstagram Chats

Privacy Leam more with Privacy Basics

Your followers on Instagram Message requests
Get answers to common questions with this interactive quide.

Face recognition

iy I — ) ) ‘ Other people
Profile and tagging Your activity Who can see your future posts? Public Edit

Others on Facebook Message requests
Public posts Review all your posts and things you're tagged in Use Activity Log

. Others on Instagram Message requests
Blocking
Limit the audience for posts you've shared with Limit Past Posts

Location friends of friends or Public?

U

Language and region Who can see the people, Pages and liss you follow? Friends Edit™ o
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. Adjust Your Face Recognition Settings .
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Settings

©

e General
@ Security and login

Your Facebook information

Privacy

Face recognition

Profile and tagging

Public posts

Blocking

Location

Aa Language and region

0 D

Face recognition settings
This setting allows Facebook to recognise whether you're in a photo or video. For more information about how and when

we recognise you, visit the Help Centre.

Face recognition Do you want Facebook to be able to recognise you in photos Yes
and videos?
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Settings

General
Security and login

Your Facebook information

s Privacy

Profile and tagging

Public posts
2 Blocking

Location

. Aa Language and region
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Profile and tagging

Viewing and sharing

Tagging

Reviewing

Who can post on your profile?

Who can see what others post on your profile?

Allow others to share your posts to their story?

Hide comments containing certain words from your profile

Who can see posts that you're tagged in on your profile?

When you're tagged in a post, who do you want to add to the
audience of the post if they can't already see it?

Review posts that you're tagged in before the post appears on
your profile?

Friends

Friends

off

Friends

Friends

Viewing and sharing  Who can post on your profile? Friends

Tagging

Reviewing

Who can see what others post on your profile? Friends

Allow others to share your posts to their story? On

Hide comments containing certain words from your profile

Who can see posts that you're tagged in on your profile? Friends

When youte tagged i a post, who do you wanttoaddtothe  Friends
aldience of the post if they cant already see it?

Review posts that you're tagged in before the post appearson ~ Off
your profile?

Review what other people see on your profile

Review tags that people add to your posts before the tags off
appear on Facebook?
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. Adjust Your Public Posts Settings .
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Followers see your posts in News Feed. Friends follow your posts 1 Friends v
{ 8 @& wwwfacebookcom/settings Who Can Follow Me .
9 by default, but you can also allow people who are not your friends
8 Amzonin (@ Aibgpres @ 6 Hou N - to follow your public posts. Use this setting to choose who can

0]
follow you.
. ﬂ Q n P y

Each time you post, you choose which audience you want fo share
Settings Public Post Filters and Tools with.

This setting doesn't apply to people who follow you on Markefplace

¢ General Who Can Follow Me Followers see your posts in News Feed. Frierds‘u\lowyourposts 1 Friends v andin buy-and-sel\ groups. You can manage those Settings on
by default, but you can also allow people who are not your friends

Security and login to follow your public posts. Use this sefting to choose who can Marketplace.
follow you.
Leamn More

o

Your Facebook information Each time you post, you choose which audience you want to share
with.
This sefting doesn't apply o people who follow you on Marketplace
Pi and in buy-and-sell groups. You can manage those seftings on
fivacy Markefplace.

Learn More

Public Post Comments  Who can comment on your public posts? Public

Face recognition

Public Post Notifications  Get nofifications from Public

Profile and tagging Public Post Comments  WWho can comment on your public posis? Public

Public Profile Info Who can like or comment on your public profile pictures and other profile info? Friends

Public posts Public Post Notifications ~ Get noffcafons for Public

Off-Facebook previews Enable previews when your public group posts are shared outside of Facebook. Previews may

] i ‘ ) include your username, your profile image and any other content from your original post.
Public Profile Info Who can like or comment on your public profile pictures and other profile info? Friends

Location

] ) ‘ . . Comment Ranking Comment ranking is Off
Off-Facebook previews  Enable previews when your public group posts are shared outside of Facebook. Previews may

Language and region include your usemame, your profile image and any ather content from yaur original post.

Username You have not set a usemame.
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Manage Your Blocking Settings
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Settings Manage blocking

s General Restricted list
Security and login

Your Facebook information

Block users

Privacy
Face recognition

Profile and tagging

Blocking

Location

Language and region Block messages

When you add a friend fo your Restricted list, they won' see posts on Facebook thatyou  Edit List

share only to Friends. They may still see things you share to Public or on a mutual friend's
fimeline, and posts they're tagaed in. Facebook doesn't notify your friends when you add
hem to your Restricted list. Leam more.

Once you block someone, that person can nalonger see things you post on your imeline, tag you,
invite you to events or groups, start a conversation with you, or add you as a friend. Note: Does not
include apps, games or groups you both participate in.

Block users Typeaname m
» Anil Shama Unblock
» Abhilekh Dhiman Unblock
» Karan Sood Unblock

» Raja Rizwan Unblock

Ifyou

Restricted list

Block users

Block messages

Block app invites

Block event invitations

Block apps

Block Pages

When you add a friend to your Restricted list, they won't see posts on Facebook that you Edit List
share only to Friends. They may still see things you share to Public or on a mutual friend's

timeline, and posts they're tagged in. Facebook doesn't notify your friends when you add

them to your Restricted list. Learn more.

Once you block someone, that person can no longer see things you post on your timeline, tag you,
invite you to events or groups, start a conversation with you, or add you as a friend. Note: Does not
include apps, games or groups you both participate in.

Block users Type a name m
= Anil Sharma Unblock
Abhilekh Dhiman Unblock
Karan Sood Unblock

Raja Rizwan Unblock

If you hlock messages and video calls from someone here, they won't be able to contact you in the
Messenger app either. Unless you block someaone's profile, they may be able to post on your timeline,
fag you and comment on your posts or comments. Leamn more.

Block messages Type the name of a friend...
from

Once you've blocked app invites from someone, you'll automatically ignore future app requests from
that friend. To block invites from a specific friend, click the "Ignore all invites from this friend" link under
your latest request

Block invites from | Type the name of a friend...

Once you've blocked event invitations from someone, you'll automatically ignore future event requests
from that friend

Block invitations Type the name of a friend

from
Once you've blocked an app, it can no longer contact you or get non-public information about you
through Facebook. Learn more
Block apps | Type the name of an app

Once you've blocked a Page, that Page can no longer interact with your posts or like or reply to your

comments. You won't be able to post to the Page's timeline or message the Page. If you currently lil
the Page. blocking it will also unlike and unfollow it.
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Manage Your Blocking Settings
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Settings Manage blocking

s General Restricted list
Security and login

Your Facebook information

Block users

Privacy
Face recognition

Profile and tagging

Blocking

Location

Language and region Block messages

When you add a friend fo your Restricted list, they won' see posts on Facebook thatyou  Edit List

share only to Friends. They may still see things you share to Public or on a mutual friend's
fimeline, and posts they're tagaed in. Facebook doesn't notify your friends when you add
hem to your Restricted list. Leam more.

Once you block someone, that person can nalonger see things you post on your imeline, tag you,
invite you to events or groups, start a conversation with you, or add you as a friend. Note: Does not
include apps, games or groups you both participate in.

Block users Typeaname m
» Anil Shama Unblock
» Abhilekh Dhiman Unblock
» Karan Sood Unblock

» Raja Rizwan Unblock

Ifyou

Restricted list

Block users

Block messages

Block app invites

Block event invitations

Block apps

Block Pages

When you add a friend to your Restricted list, they won't see posts on Facebook that you Edit List
share only to Friends. They may still see things you share to Public or on a mutual friend's

timeline, and posts they're tagged in. Facebook doesn't notify your friends when you add

them to your Restricted list. Learn more.

Once you block someone, that person can no longer see things you post on your timeline, tag you,
invite you to events or groups, start a conversation with you, or add you as a friend. Note: Does not
include apps, games or groups you both participate in.

Block users Type a name m
= Anil Sharma Unblock
Abhilekh Dhiman Unblock
Karan Sood Unblock

Raja Rizwan Unblock

If you hlock messages and video calls from someone here, they won't be able to contact you in the
Messenger app either. Unless you block someaone's profile, they may be able to post on your timeline,
fag you and comment on your posts or comments. Leamn more.

Block messages Type the name of a friend...
from

Once you've blocked app invites from someone, you'll automatically ignore future app requests from
that friend. To block invites from a specific friend, click the "Ignore all invites from this friend" link under
your latest request

Block invites from | Type the name of a friend...

Once you've blocked event invitations from someone, you'll automatically ignore future event requests
from that friend

Block invitations Type the name of a friend

from
Once you've blocked an app, it can no longer contact you or get non-public information about you
through Facebook. Learn more
Block apps | Type the name of an app

Once you've blocked a Page, that Page can no longer interact with your posts or like or reply to your

comments. You won't be able to post to the Page's timeline or message the Page. If you currently lil
the Page. blocking it will also unlike and unfollow it.
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¢ 28 | @ wwwfacebook.com/help/1584206335211143/avoid-spam-and-scams/
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0 Help Centre Using Facebook Managing your account Privacy and safety Policies and reporting Q @ English (UK

Common scams on Facebook

» Romance scams: Romance scammers typically send romantic messages to people they
. don't know, often pretending to be divorced, widowed or in a bad marriage. They'll engage
Avoid Spam and Scams online relationships in hopes of receiving money for flights or visas. Their goal is to gain yo
trust, so the conversations may continue for weeks before they ask for money.

Privacy and safety

B Your Privacy

@ Staying Safe . Lottery scams: Lottery scams are often carried out from accounts or Pages impersonating
How do | deal with spam on Facebook? e
someone you know or an organization (such as a government agency or Facebook). The
messages will claim that you're among the winners of a lottery and that you can receive yo
money for a small advance fee. The scammer may ask you to provide personal informatior

Security Features and Tips s . = such as your physical address or bank details.
My friend's account is sending out spam.

@ Keeping Your Account Secure .
How do | avoid scams on Facebook?

Loan scams: Loan scammers send messages and leave posts offering instant loans at a |
What is Facebook doing to protect me from spam? interest rate for a small advance fee.

Avoid Spam and Scams - Access Token Theft: Alink is shared with you that requests access to your Facebook
What steps can | take to protect myself from phishing on Facebook? ) oo " . L
account or Page. The link may look like it came from a legitimate app, but instead it is a wa

% Unfriending o Blocking Someone that spammers can gain access to your account and spread spam
e What can | do about malicious software on Facebook? P g y P pam-

Job Scams: Job scammers use misleading or fake job postings to try and get your person:
I got a suspicious email or message that looks like it came from Facebook. information or your money. Avoid job postings that sound too good to be true or that ask yo

to pay anything upfront. When clicking on a link from a job posting, watch out for websites
Will Facebook ever ask me for my password? that seem unrelated to the original job posting or that ask for sensitive information (examplt

government ID) but don't use secure (https) browsing. For more tips, read our guidelines

How do | approve a comment on my Facebook post if it's marked as spam? when looking for jobs on Facebook.
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¢ 28 | @ wwwfacebook.com/help/1584206335211143/avoid-spam-and-scams/
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9 Help Centre Using Facebook Managing your account Privacy and safety Policies and reporting Q @ English (UK

Spam involves contacting people with unwanted content or requests. This includes sending bulk
messages, excessively posting links or images to people's timelines and sending friend requests

Priva cy an d safety to people you don't know personally.

Avoid S ds Spam is sometimes spread through clicking on bad links or installing malicious software. On other
ﬁ Your Privacy Vold spam and scams occasions, scammers gain access to people's Facebook accounts, which are then used to send
out spam.

@ Staying Safe If you clicked on something that turned out to be spam or your account is creating unwanted
How do | deal with spam on Facebook? posts, events, groups or Pages, try these steps:

Secure your account

@ Keeping Your Account Secure -
How do | avoid scams on Facebook? ) , ,
« If you can log into your account, we recommend changing your password. If you can't get into

Security Features and Tips . . ) our account, you can secure it.
My friend's account is sending out spam. y y

+ If someone is repeatedly posting something you think is spam, consider unfriending, blocking
What is Facebook doing to protect me from spam? or reporting that person.

Avoid Spam and Scams . .
’ What steps can | take to protect myself from phishing on Facebook? Review account activity and remove any spam

9 Unfriending or Blocking Someone N + Check your login history for suspicious logins.
What can | do about malicious software on Facebook?
+ Run a review of your recent posts and likes.

I got a suspicious email or message that looks like it came from Facebook. + Check your Activity Log and delete any unwanted actions.
Will Facebook ever ask me for my password? « Check your installed apps and games and delete anything you don't trust.

How do | approve a comment on my Facebook post if it's marked as spam? « Delete any photos, posts, Pages, groups or events that you didn' crete.
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0 Help Centre Using Facebook Managing your account Privacy and safety Policiesand reporting Q& Engfish (UK

Policies and reporting

(D) Reporting Ause Hacked and Fake Accounts

fik Reporting a Problem it Facebook Your account should represent you, and only you should have access to your account. If

someone gains access to your account, or creates an account to pretend to be you or someone
El Reporting a Privacy Violation else, we want to help. We also encourage you to let us know about accounts that reprasent faks
orfictional people, pets, celebrities or organizations.

P8 Hacked and Fake Accounts
Hacked Accounts

Managing a Deceased Person’s Account

g | think my Facebook account was hacked or someone is using it without my permission.
] Uploading Your D

I think my friend's Facebook account was hacked.
© Intellectual Property

(@ About Our Polcies Impersonation Accounts

How do | report an account for impersonation?

How do | report a Facebook account or Page that's pretending to be me or someone else?

If you think your account has been hacked or taken over, you should visit this page to secure y¢
account. We'll ask you to change your password and review recent login activity.

Your account may have been hacked if you notice:
* Your email or password have changed.
+ Your name or birthday have changed.
+ Friend requests have been sent to people you don't know.
+ Messages have been sent that you didn't write.
+ Posts have been made that you didn't create.
You can also review these tools and tips to help keep your account safe. You may also want to

learn how to protect yourself against malicious software that can potentially compromise your
account.

Note: If the email associated with your Facebook account has changed, you can reverse this.
When an email is changed, we send a message to the previous email account with a special lin
You can click this link to reverse the email change and secure your account.
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Policies and reporting

(D) Reporting Ause Hacked and Fake Accounts

fik Reporting a Problem it Facebook Your account should represent you, and only you should have access to your account. If

someone gains access to your account, or creates an account to pretend to be you or someone
El Reporting a Privacy Violation else, we want to help. We also encourage you to let us know about accounts that reprasent faks
orfictional people, pets, celebrities or organizations.

P8 Hacked and Fake Accounts
Hacked Accounts

Managing a Deceased Person’s Account
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(@ About Our Polcies Impersonation Accounts

How do | report an account for impersonation?

How do | report a Facebook account or Page that's pretending to be me or someone else?

How do | know if a public figure on Facebook is authentic?

On Facebook, public figures can include celebrities, athletes, bands, politicians, journalists and
creators. Pages and profiles that impersonate public figures or other people go against our
Community Standards and aren't allowed on Facebook.

When interacting with public figures, you should look for a blue badge @ on their Page or profile.
The blue badge means Facebook verified that this is an authentic Page or profile.

How to find the blue badge

To make sure a public figure is verified:

1. At the top, search for the Page or profile and click e
2. Click the public figure's Page or profile.
3. Look for the @ next to their name.

Note: While many public figures work with Facebook to verify their Page or profile, keep in mind
that not all public figures have blue badges.

How to spot impersonating accounts
Be careful if a public figure does something like:

+ Ask you for payment in the form of gift cards, money transfer or through Messenger.
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(@ About Our Polcies Impersonation Accounts
How do | report an account for impersonation?

How do | report a Facebook account or Page that's pretending to be me or someone else?

How do | report a fake Facebook account?

A fake account is an account where someone is pretending to be something or someone that
doesn't exist. Fake accounts can include accounts for fake or made up people, pets, celebrities or
organizations. To report a fake account;

1. Go'to the profile of the fake account.

* [fyou can'tfind it, try searching for the name used on the profile or asking your friends if
they can send you a link to it

2 Clck * under the cover photo and select Find Support or Report Profile.
3. Follow the on-screen instructions for fake accounts to file a report.

If an account is pretending to be you or someone you know, you can leam how to report it for
impersonation.







