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I ONLINE REPORTING OF CYBER CRIME

F @ Cyber Crime Portal
< C

@ cybercrime.gov.in
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National Cyber Crime Reporting Portal

it Gy Crron Conrmation Contre

REPORT WOMEN/CHILD RELATED CRIME - REPORT OTHER CYBER CRIME CYBER VOLUNTEERS -~ RESOURCES -~ CONTACT US HELPLINE
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complaint for prompt action.

women helpline number is 181.

Leamn about cyber crime

This portal is an initiative of Government of India to facilitate victims/complainants to report cyber crime complaints online. This portal caters to complaints
pertaining to cyber crimes only with special focus on cyber crimes against women and children. Complaints reported on this portal are dealt by law
enforcement agencies/ police based on the information available in the complaints. It is imperative to provide correct and accurate details while filing

Please contact local police in case of an emergency or for reporting crimes other than cyber crimes. National police helpline number is 100. National

Filing a Complaint on National Cyber Crime Reporting Portal

File a complaint |

Portal Reporting of
cybercrime.gov.in all types of
cybercrime

OO

NCRP

Toll-free
helpline
1930

Law Enforcement
Agencies, Banks,
Wallets, Merchants
are integrated

Special focus
Automated

on cyber :
crimes against escalation of
women and complaint to Fls
children



MODUS OPERANDI of EMERGING FINANCIAL FRAUDS



SCRATCH-AND-WIN FRAUD

Scamsters couriers scratch-and-win card home

HO
Vikas Royal Arcade, Saint Nagar
Rani Bagh, Pitam Pura, Delhl, 110034

Your Redemption C

ssing fees toward on of the prize.

nut& 1 gainst the prize
money under any circumstances.
4. All payment will be made on term of state and central government rule.
5. Your Bank Ac No must link with Aadhar Card and PAN Card.
Please fill form and send by WhatsApp or mail to us

Account Horper Name- [ I I I I IO OO T OO |
sank account no- [ IO OO0 DO OO OO TN
tesc cooe- [ I J] BRANCH NAME- R O W
mvositeno- [ JCJCJOCJCICICIE]  sankNAME- T AT TN
PAN No{if available) ] JJCIAadhar no- O OO TN




I CYBER SCAM THROUGH PROFILE PIC

Scamsters allegedly using the identity and send messages through Social media platforms such

as WhatsApp Facebook, Instagram etc. to many people for asking financial favour.

. B O ﬂ Ajay [ ™
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Ashok Kumar

+91 6361 739 324
Last seen today at 6:21 pm

L O om Q

Audio Video Search

T edd450%E

19:09 60 @ G5 »

&h=h 1917973351643 me X

-t
#¥ssages and calls are end-to-end encrypted. No one
-4ile of this chat, not even WhatsApp, can read or listen
to them. Tap to learn more.

Hello, sorry my other phone is switched
off 18:53

There is something | need you to please

do for me urgently as | am currently
attending a very crucial meeting with
limited phone calls 18:54




FINANCIAL FRAUDS BY MISUSING PLATFORM

11:35
(_. +91 79782 07182

st seen today st 1
BLOCK

Today

# Messages and calls are end-to-end encrypted. No
one cutside of this chat, not even WhatsApp, can read
or listen to them. Tap to leam more

Dear consumar Your Electricity powar
will be disconnected. Tonight at 9:30
pm from electricity office because Your
previous month bill was not update.
Please immediately contact with our
electricity officer +918926189092

9.56 AM

Fraud group targeting
electricity consumers
via fake messages

1:54:47 B W W9

3 @& tinyurl2.ru/m576702862/#1645 (@)

%e
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Hello,

Welcome to Amazon International Women's Day 2022
Giveaway!

Complete the short quiz and win an
Exclusive Gift from Amazon.

We have only 41 gifts left.

Question 1 of 4: Do you know Amazon?

YES

NO

Comments 11

of 183

B3 -4 4 35%

amazon Q

Jisa 2 | PUBG MOBILE
530,656 Members (2022-06-17)
pubgmobile2ir

Mobile140
' -»l ‘ 306,902 Members (2022-06-17)
;{:h Mobile140

Wallpapers
301,307 Members (2022-06-17)
Wallpapers_Phone_HD_4k_3D_Mobile

Channel

Wallpapers
299,632 Members (2022-06-17)
joinchat-AAAAAEPOgDY_Q7IrKDM3Q

Group

Wallpapers HD 4k 8k 3D
262,865 Members (2022-06-17)
Wallpapers

Channel

MTProto Proxies
210,235 Members (2022-06-17)
MTProtoTG

Channel

Kadhal Psycho Official
157,969 Members (2022-06-17)
kadhalpsychoofficial

Channel

MEXC English (Official)
132,913 Members (2022-06-17)
MEXCEnglish

Group

telebirr
104,330 Members (2022-06-17)
telebirr

Channel

Mobile Movie Collections
101,898 Members (2022-06-17)
CC_MobileMovies

Channel

Group

[ooss cad]
95,405 Members (2022-06-17)
joinchat-JHVyN9S4IYISMDQO

Channel

Channel

CARDINC

3,257 subscribers

Description

https://t.me/carding | | EGcGNc

Notifications
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Media
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Investment and Earning




I FAKE SALE

12:32 9

< (1) OfferZonedeals_bot

bot

{ Forwarded From
B Jay"

12:23 PM

#orwatded Fr‘om

Jaye

1rupee loot #myntraks &2
Thanks Bhai

Offerzone 2.0
16.06.22 at 12:36 PM

@N\ew Power Bank @ & Launch Date & 11/0.

& Make_Money_On...

&y 5561 members, 27 online

Pinned Message =

79 & Make_Money_Online’®
Forwarded message )
From ¥ Earn Futuer Money ¥ (Earn fuc...

Free electricity bill A01 Power Project
limit once Limit 2 times

Price: 1 Price: 400

Cycle: 365 day Cycle: 300 day

Daily income: 20 Daily income: 100
Total income: 7300 Total income: 30000

A02 Power Project

A03 Power Project

Limit 10 times Limit 10 times

Price: 2000 Price: 5000

Cycle: 300 day Cycle: 300 day

Daily income: 500 Daily income: 1300
Total income: 150000 Total income: 390000

4 The Begast Lute(10/06/22) Same
As (PESG)

4 Today Launch Profit 100%

ALink:- https://duke91.com/register
.html?user=513825

Summer Deals  Vivo offers  iPhone [ !3> SamsungS22  AVAILA

i ® > KX
Al
]

1Bl * ﬁ

GOOD SALES

n Recent LOOT Rec eived by Our Ozians &

10:11:45 -4 4 61%

Offel
450.8K subscribers

* Pinned Message

Share Your all Loot Received Screenshot
Also 2.

@Offer-lealsbot
o<

Big Loot : 95% Off On Branded Shoes.

https://amzn.to/3xWwnH4
https:/amzn.to/3zHjl1t

More : https:/t.me/Offerzqguy/7025
Edit : Over Now ).

Missing Loots? Check Out This Post : Click
Here.

Offe

Loot : Upto 78% Off On VLCC Beauty
Products.

https://amzn.to/3MYTNje

https://amzn.to/3xXIMvr

Buy Max Qnty.




CREDENTIAL MANIPULATION FRAUDS

&

Fraudsters feed
their own number as
the customer care number.

FAKE WEBSI™
CUSTOMER CARE NIIMbe People call on these
99399XX\: numbers believing it
as genuine and gets
cheated by following
their instructions

businass.site

Websites are ranked higher
in Google Search using search

Fraudsters create fake
G optimization.

websites using
business.site option
on the Google page



I REFERRAL FRAUDS

Earn knowledge s 11! Visible LTE @ 12:00 PM y Friday 6:22 pm
X Profile A 3 329 subscribers 1 - : . ! ’

From

Cash Free g - e e Hello there strong independent
UPL 1D cashfreepayoutidnesbank - s < ;\'\)G 3 ?019 Woman

Linked Bank: Sri Vasavamba Cooperative

?172 Instant ( 2021 Best Instant Giving Website) My name iS AleXiS I|m a Brand
< Signup Bonus - 210 Hi So happy to connect with you. Supervisor of Cuzette
<~ Minimum Recharge - ¥100 . L.
& Minimum Withdrawal - 231 | was hoping we could collaborate. (@cuzetteofficial). | came across
& Per Refer:- ¥1+ 3 Level High Co. For the CO“abOfatlon, | was our account and | think vou
@FieWin Link - https: : " thinking that maybe in exchange y ¥
ps://www.fiewin.com/#/LR? X z & |d b reat asset and
no=luckymG4j8ic=iwrd 115 gamposty/| eded 08:52AM for a testimonial we could give you couldbeag
access to our Online Lead addition to our delegate program!
O Leave a comment 5 -
Generation Workshop for a major ()
discount. We can give you full
access to it for just $10 if you will ) )
New application ¢ & & & & & leave us a review and feedback. We are Iooklng for beautiful
N - Red St .
e This workshop teaches: woman worldwide and you are a
: Follow me Instagram Signup Bonus 20Rs . . s
:) https“/’/wmvms:agram com/invites/contact/? 30 day's checkin 300 . perfeCt f|t . l am hu mbly |nV|t|ng
i=fbjaclk73a2v&utm_content=kni9xl6 1. How to provide great value to you with a hopefu| heart that
Info Minimum recharge 500 daily earning 35 d
invest 2000 daily earning 220 your audience you can be one of our Delegate

@ https://t.me/earn_kanowledge

Link

invest 5000 daily earning 650 2. How to attract leads from your
invest 10000 daily earning 1500

: who can enjoy jewelries ever
Minimum withdrawal 150 current audience JOy ] y

0 Notifications Allday' withdraw available 3. How to easily generate leads month.
Link:https://www.redlimestone.xyz/#login? and sales ConSistently through
Media  Fies  Liks  Music  Voice Sl your posts If you're interested, check out our
Application bohot long chalegi abhi se jud Jana profit hoga O O
i el L 88 Juc ) official IG page @cuzetteofficial
e — © Received successful e et °hifgt'f{\ AA Are you okay with this type of —- (E)u ?s olf &
P eecses oni® . +34 o . collaboration? y v
wee Leave a comment
Tap and hold to react b
Investment and Earn Company perspective collaboration through different

SM platform



I CRYPTO RELATED & GIVEAWAY FRAUDS

S L9 @E™ Y.

Pa ‘\\:\\Q ZebPay Support

last se2enracent y

ADD CONTACT 8LOCK USER X

Flease be informed that the transaction
was stuck on the address as you had
initizted it hefore the approval of youl
KYC g

You will nezd 1o make replacement
deposit so as to get the amaount
reversec back to wallet and you can
place withdrawal request thereafter

1539

Pls quide the process | want to do...
0.0B177937btc. e

Kindly note that tc make crypta
Realacament you will have te deposit
0.01BTC tc Zebpay replacement
address after first confirmation on
blockchain you will receive the BTC in
your Zebpay wallet and the previous
transaction wil be refund back tc
wallet also then vou can place

1801 W A -

< 7 CRYPTO BASE EXCHANG... ¥

Wl 5156 members, 147 online

Al 93% 0

REPORT SPAM AND LEAVE

| a Pinned Message
WELCOME TO CRYTO BASE EXCHANGE setting...

§4PROMO PROMO OFFER!!

INVEST. WITHDRAW.
$200. EARN  $3,500
$300. EARN  $4,500
$400. EARN  $6,500
$500. EARN $8,500

PAYOUTS WITHIN 8HOURS
oM & & &

| https:/t.me/Agent_Johnny_best

« 3 02:30

t
Agent johnny
: §4PROMO PROMO OFFER!! INVE...
| Canlinvest on the promo

il

Channels and Groups

€ Money Received e

O & wpnconUseistwing B O

WS

Rupaes W rety Orty

e

Instantpay Payouts A

#nn
B0k AL Ne.
" veur

I e iy
KECT oA 3 SEcenIR"
"T”W E == ==

Secetved 2 080 AM, 81 Jen 2023
S Bt N 7 TSI S0

) (NEW PLATFORM (2022)
¢3NAME =RECTOPAY /%

£3300 Invest Me Id Activate kar lena sath
me daily 20Rs Milega...[j

EJVip Vailitity 30 Days “

- INVEST 300Rs DAILY 20Rs

- INVEST 600Rs DAILY 40Rs

- INVEST 1200Rs DAILY 80Rs
~ INVEST 1500Rs DAILY 100Rs
- INVEST 2100Rs DAILY 150Rs

M Minimum Withdrowal 100
M Withdrow Tex 10%

I

23:16 il 56 @)

elizabethrodriguezznbjfekaum & Congratulations!
You have won an iPhone 13! 3¢

L} Click on the link “}
$9%%%%%4%%

<~ @promo_uk1388 ~i:
Yewewuwwwwwww

@bryann441 @vicky_carruthers81 @11austintatious
@x9dml @ellielythe @luucyinthesky @evie.anne
@daisdoop @axelllle_

42 minutes ago

Q vicky_carruthers81 Amazing!!! My husband
is head of the local fraud team he will come
and collect it @

7m Reply
i 8w

Q Add a comment...

® ®© @ e

DM and Hashtags
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I CLASSIC BOT ATTACKS

6 Julia oot

30 Jan 2015 10:13

Hey Matthew, what’s up? :)
Let’s write at lovoo? It's
easier and i have more
pictures over there... my
name is SweetieBonita
http://goo.al/LI4RtL

a Marin eoq

what are you looking for on
Tinder?

Well nothing serious, maybe
a girl who's bf has an erectile
disfunction and can only

Yeah sounds great |'ll do
Waaaait a minutel!!!!
Nearly got me you little
tinker! You ridiculous sexy
spam robot what are you like

communicate via
email...oddly specific but |

trust tinders new algorithm

to make this happen

I'm looking to hookup. | have
a boyfriend who can't have
sex with me because of his
erectile dysfunction.

lets talk over email? is better
if he does not find out.

dargiepatricia@yahoo.com
send me an email and we'll
arrange a hookup

Shortening URL

33858 49 BB :dd5%%

(3 | & housedating.top/phub/2a| < (@ ¢}

Press "Allow" to watch the video

Malicious Drive by Downloads

4 ’IF YOU WANT WITHDRAW PROOF , RECHARGE PROCESS VIDEO AND ANY
PROBLEM CONTACT ME

"i a INDIAN GOVERNMENT APROVE US FROM 2020-2025 ) ¢}
&

E—

¢ [ REGISTER Now [§)

if https://www.esmerwallow.com/account/login?
invite_key=03738104

Any problem u face related to recarge or withdrawal related and
| even bonus related u can text on
https://wa.me/+919729780141

{
@Jyoti_Sha_rma

Note:- For Help Official Esmer Bot g
https://t. me/ESMERROBOT

| YOUTUBE VIDEO FOR HELP-
' https://youtu.be/hago26TmiwE

~ 2 ay r r— zesl

BoT Support

12



SOME AWARENESS TIPS

« CyberDost@

1,245 Tweets

zw&wo’w
& Government of inda

W1

= | [& =

CYBER SAFETY & NATIONAL SECURITY

8 4 Following

Cyber Dost @
@Cyberdost

cybercrime.gowv.in Cyber-safety and Cybersecurity awareness handle
maintained by Ministry of Home Affairs, Government of India

© India [ Joined March 2018

81 Following 395.2K Followers

FOLLOW @CYBERDOST on TWITTER

13



AWARENESS TIPS

ATM Card is your
personal property

Do not give
your ATM card
to anyone for

e, & @

PEEHT PR
( https://www. ID =y
GalSd G713 g1 %9+t # ‘
MfYerIRRe daqrge 9 gt
aerrsl

Beware of customer care and helpline number fraud

14



I AWARENESS TIPS

) f I@

E-commerce fraud

Fake online shopping websites
are created by cyber fraudsters
offering steep discount on
branded products.

After accepting the payment,
no order is delivered

2\” Never download any App like Quicksupport, Anydesk or ...............................
\®" Team Viewer, etc. for KYC completion ® ® ® ®
Verify Customer reviews If in doubt, Do not enter
: . . E-Commerce may be paid/fake. prefer ‘Cashon  card details or
== Such App gives remote access to your devices, which allows ! Baiallantbefors Sl Tandlaviie net-banking

g% fraudster to know your PIN, OTP, Bank account details, etc. Website - ! dibailzon
= f P Reputation trusting them

or committing fraud g untrusted web

before buying "

ATM Exchange Beware of customer care and helpline number fraud



I AWARENESS TIPS

+ Do not share password, OTP
through e-mail, chat or any
: : : other electronic communication
Avoid sharing personal details
while lodging your grievances/
complaints on different social
media platforms

—
il = =

(Z

VERIFICATION CODE

|
It may be used by cyber
fraudsters to defraud you
posing as a customer care
executive

POSTING GRIEVANCE ON PUBLIC PLATFORM HIJACKING OF CREDENTIALS FROM
OTHER PLATFORMS



AWARENESS TIPS

PASSWORD and P@QSSWORD

17



RED FLAGS

Registration

Poorly created No information details not

website and App of the founder

No complete
work details

found
Lots of bad No official No Proper Hundreds of
reviews online contact details contact details Complain online
All certificates No active/legit .
and proofs social media Follow Earning

App offer very

shown in app is handles and lucrative plan.

fake many more

18



SOME DO’s and DON’T

Secure password and PIN details

DO be observant when withdrawing cash
from ATMs

Do online transactions from safe and
reputed websites

Do update device operating systems,
anti-virus, and browsers to prevent from
financial frauds

Exercise caution when buying or selling
stuff online

Check bank statements regularly

Report lost card immediately

Don't respond instantly to a phone call, letter
or email

Don’t download apps from just anywhere
Don't store card numbers on websites you
don't frequently use.

Don't let the ATM card out of your sight

Don't believe every email or text message you
receive

Don't click on suspicious links in emails/SMS
Don't pounce too quickly on online deals

To avoid cheque frauds, dont sign the blank

cheque before completing all details

19



Online Financial Frauds - Handy links / contacts

» File a grievance at Bank immediately

» Immediately dial helpline number : 1930

» Report on www.cybercrime.gov.in (National Cyber Crime Reporting Portal)

» Report on Social Media Platforms

20


http://www.cybercrime.gov.in/

THANK YOU



Questions:

» What are the best practices to prevent from latest emerging financial scams like instant
loan, part time jobs, etc.?

» What are the additional feature to be implement for password protection?

22



