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ONLINE REPORTING OF CYBER CRIME
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Toll-free 
helpline 

1930 NCRP

Automated 
escalation of 

complaint to FIs

Special focus 
on cyber 

crimes against 
women and 

children

Law Enforcement 
Agencies, Banks, 

Wallets, Merchants 
are integrated

Portal
cybercrime.gov.in

Reporting of 
all types of 
cybercrime



MODUS OPERANDI of EMERGING FINANCIAL FRAUDS
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SCRATCH-AND-WIN FRAUD
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Scamsters couriers scratch-and-win card home



CYBER SCAM THROUGH PROFILE PIC
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• Scamsters allegedly using the identity and send messages through Social media platforms such 

as WhatsApp Facebook, Instagram etc. to many people for asking financial favour.



FINANCIAL FRAUDS BY MISUSING PLATFORM
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Fraud group targeting 
electricity consumers 

via fake messages

Investment and Earning



FAKE SALE

8GOOD SALES



CREDENTIAL MANIPULATION FRAUDS
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REFERRAL FRAUDS
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Company perspective collaboration through different 

SM platform
Investment and Earn



CRYPTO RELATED & GIVEAWAY FRAUDS 
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Channels and Groups DM and Hashtags



CLASSIC BOT ATTACKS
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Shortening URL Malicious Drive by Downloads BoT Support



SOME AWARENESS TIPS
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FOLLOW @CYBERDOST on TWITTER



AWARENESS TIPS
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ATM EXCHANGE Beware of customer care and helpline number fraud



AWARENESS TIPS
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ATM Exchange Beware of customer care and helpline number fraud



AWARENESS TIPS
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POSTING GRIEVANCE ON PUBLIC PLATFORM HIJACKING OF CREDENTIALS FROM 
OTHER PLATFORMS



AWARENESS TIPS

17PASSWORD and P@SSW0RD



RED FLAGS
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Poorly created 
website and App

No information 
of the founder

Registration 
details not 

found

No complete 
work details

Lots of bad 
reviews online

No official 
contact details

No Proper 
contact details

Hundreds of 
Complain online

All certificates 
and proofs 

shown in app is 
fake

No active/legit 
social media 
handles and 
many more

Follow Earning 
App offer very 
lucrative plan.



SOME DO’s and DON’T 
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• Secure password and PIN details

• DO be observant when withdrawing cash 

from ATMs

• Do online transactions from safe and 

reputed websites

• Do update device operating systems, 

anti-virus, and browsers to prevent from 

financial frauds

• Exercise caution when buying or selling 

stuff online

• Check bank statements regularly

• Report lost card immediately

• Don’t respond instantly to a phone call, letter 

or email 

• Don’t download apps from just anywhere

• Don’t store card numbers on websites you 

don’t frequently use.

• Don’t let the ATM card out of your sight

• Don’t believe every email or text message you 

receive

• Don’t click on suspicious links in emails/SMS

• Don’t pounce too quickly on online deals

• To avoid cheque frauds, don’t sign the blank 

cheque before completing all details



Online Financial Frauds – Handy links / contacts

» File a grievance at Bank immediately 

» Immediately dial helpline number : 1930

» Report on www.cybercrime.gov.in (National Cyber Crime Reporting Portal)

» Report on Social Media Platforms
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http://www.cybercrime.gov.in/
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THANK YOU



Questions:

» What are the best practices to prevent from latest emerging financial scams like instant 
loan, part time jobs, etc.?

» What are the additional feature to be implement for password protection?
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