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TRENDING FINANCIAL FRAUDS

JOB OFFERS FRAUD

= Background/Backdoor Entry Job fraud

= Work from Home Job or Part time job Fraud
= Abroad Job / Education Fraud

= Career Consulting Fraud

ADVERTISEMENT AS A SERVICE FRAUD

OTP / WITHOUT OTP FRAUD (one time password)
REMOTE ASSISTANCE FINANCIAL FRAUD
SOCIAL MEDIA IMPERSONATION BASED FRAUD
CYBER EXTORTION FRAUD



JOB FRAUD MODUS OPERANDI



JOB FRAUD MODUS OPERANDI




| JOB FRAUD MODUS OPERANDI (Cont..)

Job opportunities of CTC 4-12
LPA

Become a Data Scientist and
work for companies like Cisco,
DELL and 200 more..

° Join Now -https://bit.ly/319Jif0

High package and Beware of links.

Ask for fill the online form
Ask for Install an mobile application
Ask for remote assistance support

Ask for personal details information
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Beware of fake job offers in the name of
reputed companies/ organisations

Cyber fraudsters then demands money in the form
of registration/processing charges




RED FLAGS

. Getting the job immediately after a quick phone or Instant Message

Interview.

. Google/ Linkedln / Official Domain search results do not show
accurate results of the openings interviewed.

. Fraudsters ask victims to Provide Private Information (Aadhaar, PAN,
and Passport copies) under the pretext of Background Checks to
private mail IDs instead of the official ones

. Fraudsters ask victims to pay registration fees which will be
refundable

. Many fraud Emails will look legitimate, but they are unprofessionally
written and crafted




I Some signs to detect fraud E-mails/SMS

Sending mails from
unofficial domain

emails
Alternatively, they
Email ID may be might use a spoofed
spoofed; Please ’ - Wt(?bs:;te],c e,
check the Email jobs@bankof_america

.com instead of

jobs@bankofamerica.

com

Email Signatures L
have only mobile No Salutation, i.e.,
Mr. or Ms., means a
numbers, and they do : .
, ) template is compiled
not publish an official and pasted for man
number with an p cople y
extension. people.

Punctuation, Commas,
Periods, Paragraph,
and Full of
Grammatical errors

header thoroughly

Capitalization errors:
hyderabad, it should be
Hyderabad.


mailto:jobs@bankofamerica.com
mailto:jobs@bankofamerica.com

ADVERTISEMENT AS A SERVICE FRAUDS

v’ Online Offers & Lottery
v Online Loans

v KYC related

v/ Matrimonial Frauds

v/ Goods and Services
v/ E-commerce



ADVERTISEMENT AS A SERVICE FRAUDS
Misuse of ! a‘-’lzﬁliﬁlg

well-known native i STTeTHTST Bail HeQl/S0e AT &

platform to buy and ﬁ T ERY Srai grar fasan e & o fifta
sell goods and ' . i
carvices. 7 981 7w i dired s 21
tﬁf?,aaasnwﬁﬁﬂsm,

AT
MINISTRY OF

HOME AFFAIRS

Fake Advertisements
offer services

Click-Hijacking

Fake App Installation
Botnet Add Fraud
Hidden Ads

UPI medium use for
transaction helps
fraudsters in making
quick cash




I ADVERTISEMENT AS A SERVICE

(_‘ 9T XXXXXXXXXX m

TODAY
@ Encryption text here

| will send the QR code.please scan it. So,
i can send you the money for the item.

Okay.

Now scan i can send you the money

4

QR Code

& # Rohit

P | ast seen on Dec 23 at 18:29

l redmi k20 pro 8 gb ram 256 gb rom good ¢
I z 15.600

You viewed Rohit's number at 11:10 PM

FRIDAY, 20 DECEMBER

call me 9557843078 15:04

TUESDAY, 24 DECEMBER

. Suspicious User Detected

- This person has been removed from
' OLX. Please don't communicate with the
user or exchange any money or items.
Contact us for more support

Deleting in 7 days DELETE

| Fake Post

% e R

Buy Apple IPhone X Mobile at
*999 Rs (90% off) in Flash Sale.

http://bit.ly/Sale-Apple-iphoneX
Grab this offer now, Deal valid
only for First 1,000 Customers.
Visit here to Buy-

\ mgjjbit.ly/Salle—Agple—iphoney

Be aware of links!

i
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OTP/Without OTP Fraud (one time password)
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OTP/Without OTP Fraud (one time password)

= Unified Payment Interface (UPI) is one of the most
acceptable methods of payment.

= PIN to authorize the financial transaction, and the entire
transfer process is done in seconds.

% 9198765.. W ¥,

Monday 22 Nov « 14:50

Your bank account is deactivated
send us OTP you recieve,to this
number,and we shall activate it
again

° Thank you!

FRAUD: OTP request from fraudster

If the phone is compromised then

hackers can access the SMS and
phone information.




REMOTE ASSISTANCE

Avoid sharing personal details
while lodging your grievances/
complaints on different social
media platforms
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It may be used by cyber
fraudsters to defraud you

] posing as a customer care
INITIAL ACCESSTO SOLVING THE SOCIAL
CONTACT YOURPC PROBLEM ENGINEERING

BEWARE OF& FRAUDULENT

&2 6 CALLS ABOUT KYC UPDATION,
BANK ACCOUNT SUSPENSION OR

SIM EXPIRATION



SOCIAL MEDIA IMPERSONATION BASED FRAUDS
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SOCIAL MEDIA IMPERSONATION FRAUDS

Digital Identity Theft

Impersonating through Bots,
Crime, Entertainment

AN

Giveaways posts by Impersonating
buyers and sellers, online shopping |

Impersonating users and create
profile on social media platform

- - \
Demand money in urgency, medical
needs

J

Customer Care Representative

Social Engineering

Honeytraps

Identity Theft

Fraudster uses the victim’s
identity to commit fraud by
obtaining personal or financial
information



CYBER EXTORTION
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I CYBER EXTORTION

« Cyberstalkers usually use digital = [& @

o

platforms like email, instant Fhingsyou post may be
messages, phone calls, and RV TN EoRTery BEWARE OF “VALENTINE'S DAY” CYBER FRAUDS

different communication modes

Privacy settings must be carefully

chosen before sharing any content Be vigilant while sharing
over internet

personal photos/videos
over the internet

« Sextortion through social media,
hacked webcams and account
hacking

Select right privacy settings

before sharing anything on

social media.

« Most of the attack medium,
through social media, Internet
Messenger, Dating Apps, Gaming
Application, Cheat Code, Offers,
etc.

- Blackmailing through personal
data, privacy breach
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Online Financial Frauds - Handy links / contacts

» Immediately dial helpline number : 1930

» Report on www.cybercrime.gov.in (National Cyber Crime Reporting Portal)
» Report on Social Media Platforms

» File a grievance at Bank immediately
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http://www.cybercrime.gov.in/

THANK YOU



