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DATA BREACH ON DARKWEB

LinkedIN DataLeakGovernment Database Sale 
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MALWARE

4



Attack Vectors and TTPs

Social 
Media

Internet 
Messengers

Spears 
Email

Olx 

WhatsApp

Tinder, Insta, 
etc

MLM

Narra
tive
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CYBER ATTACK: GOAL PROFILE & TARGETS

❑ Goals of Cyber Attack

▪ Money 

▪ Power

▪ Control

▪ Publicity

▪ Revenge

▪  Crackers

▪ Learning

▪ Strategic operation

▪ Embed Sleepers

▪ Espionage/Sabotage 

❑ Attackers Profile

▪ State/Nation Sponsored

▪ Hobbyist & Learners

▪ Activist & Enthusiasts

▪ Insiders

▪ Organized Gangs

▪ Ideological Criminals

❑ Targets & Motives

▪ Corporate

✔ Defacement, Takeover Control

✔ Financial , Extortion, Revenge

✔ Information, Data Theft

✔ Reputation Damage

▪ Individual Personal

✔ Yours and Family

✔ Ransomware

✔ Stalking, Blackmail, Scams

▪ Critical National Infrastructure

▪ Government & Political

DR. D3PAK KUMAR (D3) 
DIGITAL FORENSICS | CYBER INTELLIGENCE
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MALWARE ATTACKING METHODS IN SYSTEM

EXPLOITING THE VULENRABILTIY :  A cyber-security term that refers to a 
flaw in a system that can leave it open to attack.

PHISHING E-Mails : Crafted malicious emails embedded with decoy 
attachments and payloads

MALICIOUS UPDATES/INSTALLERS : Fake applications, update, 
advertisements

STOLEN/REUSED CREDENTIALS : Harvesting credentials from open 
source or DarkWeb and using compromised account credentials as weapon

MALICIOUS LINKS IN CHAT :  Sending mass phishing or short-URL in 
SMS, Internet messengers, Groups etc. 

EXPLOIT KITS : Malicious codes, PowerShell, scripts, remote desktop 
attacks etc.

HARDWARE SOFTWARE

NETWORK 
DEVICES

WEB-SERVI
CES

PHYSICAL 
SITE EMAIL
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Access: Gain or 
deny entry into 

private accounts, 
services, etc.

Misuse: Using a 
mobile device or 

services for 
unauthorized 

purposes

Expose: Disclose 
private data on a 

user’s mobile 
device, accounts, 

etc.

Delete: Erase data 
on a mobile device, 

services, etc.

Change: Modify 
data in undesired 
ways on a user’s 
devices, services, 

etc.

Ones the malware can then cause any number of 
detrimental effects
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SMISHING

Term combines "SMS" (short 
message services, better known 
as texting) and "phishing." 

A form of phishing that uses 
mobile phones medium as the 
attack platform.

Type of social engineering attack 
that relies on exploiting human 
trust rather than technical exploits.

Some sample SMS contains suspicious URLS

Smishing scams increasing by more than 300% within the past two years.
10



→ Here the cyber criminal is using an image of 
our hon'ble PM so that user may think it’s a 
legitimate link. 

In this SMS the cyber criminal is 
creating a sense of urgency that the 
user’s bank account will be blocked   ←

These links (bitly.ws, ngrok.io, rebrand.ly) as 
well many such URLS may contain some 
malicious websites, applications which 
becomes a medium for them to deploy a 
malware on your mobile devices
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SOME EXAMPLES SUSPICIOUS SMS and Messages



MALICIOUS MAIL

PHISHING WHATSAPP LINK

ROGUE MOBILE APPS

FAKE JOB URLS

SOME EXAMPLES

IM OFFERS 12
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FAKE APPS



SOME EXAMPLES
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CLASSIC BOT ATTACKS

Shortening URL Malicious Drive by Downloads BoT Support
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PHISHING

The Fake Invoice Scam

Job Offer

Password expire or renew

Social media unread messages

Email Account Upgrade Scam

Advance-fee Scam

Google Docs Scam

PayPal Scam

Message From HR Scam

Dropbox Scam



RISK OF POP-UPS – MALWARE/SPYWARE 
INSTALLATION
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PHISHING TACTICS
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Some examples of SMS attacks

Emotet — SMS Phishing and 
Malware/Trojan : In early 2020, a banking 
trojan called EMOTET was used by 
cybercriminals to trick customers into 
credential theft and malware infection 
through text messages (SMS)

Filecoder — Android SMS ransomware :In 
July 2019, reports of new ransomware 
targeting Google Android devices had begun 
to surface. Known as Android/Filecoder.C, 
this threat spreads via text message and can 
lock down your phone files via data 
encryption.
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https://www.kaspersky.com/resource-center/threats/emotet
https://www.kaspersky.com/resource-center/threats/emotet
https://www.techtimes.com/articles/244869/20190802/android-ransomware-uses-porn-to-lure-potential-victims.htm
https://www.techtimes.com/articles/244869/20190802/android-ransomware-uses-porn-to-lure-potential-victims.htm


SOME CYBER MALWARE THREATS
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RANSOMWARE TARGETS TOP SECTORS

Today any enterprise, organisation or 

individuals users, big or small, is 

vulnerable to ransomware attack. 

The possibility of a it depends upon 

how attractive and important data 

your organization possess.
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Sample malicious ransomware mail/attachment

Sample malicious document, ask user to 
“Enable content”  Sample of phishing email
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Example: RANSOMWARE Now Crypto
Hackers Mindset : Too much risk......but the target is too sweet
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COUNTERMEASURES
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SOME CYBER AWARENESS TIPS

Use strong & 
complex 

Passwords

Secure your 
computer

Keep update 
anti-virus 

/malware & 
firewall 

solutions

Be 
Social-Media 

Savvy

Secure your 
Mobile Devices

Update the 
latest 

operating 
system & 

application

Secure your 
wireless 
network

Protect your 
e-identity

Report such 
Incidents

Protect your 
Data & Take 

Back-up

Be Careful 
while clicking 

on link

DR. D3PAK KUMAR (D3) 
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RESTRICTED

DR. D3PAK KUMAR (D3) 
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Check 3rd Party Application Installation is 
allowed or not

Disable the Unknown Sources in your mobile 

setting to avoid installation of 3rd party 

applications.

RESTRICTED 37



https://haveibeenpwned.com/
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https://www.virustotal.com/
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CYBER INCIDENTS – Handy links / contacts

» Report on incident@cert-in.org.in , incident@nic-cert.nic.in 

» Report on www.cybercrime.gov.in (National Cyber Crime Reporting Portal)

» Visit www.csk.gov.in 
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mailto:incident@cert-in.org.in
mailto:incident@nic-cert.nic.in
http://www.cybercrime.gov.in/
http://www.csk.gov.in/


THANK YOU
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