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ESSENTIAL HEADLINES FOR MORILE, INTERNET, AND SOCIAL MEDIA USE
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Cyber society
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© In today’s world, we depend on Internet at
home, in school and at work place



PERCENTAGE OF INTERMNET USERS AGED 16 TO &4 THAT USES EACH TYPE OF MOBILE APP EACH MC
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ECOMMERCE SPEND BY CATEGORY

THE TOTAL AMOUNT SPENT IN CONSUMER ECOMMERCE CATEGORIES IN 2020, IN Us. DolARs | infoaSec

A\ CHANGES TO CATEGORY DEFINITIONS AND REVISIONS TO HISTORICAL DATA MEAN VALUIES ARE NOT COMPARABLE gwiareness.in
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Surface / Deep / Darh Web

F‘

The Surface Web

The Surface Web is the portion of the World Wide
Web that is readily available to the general public
and searchable with standard web search engines.

The Deep Web

The Deep Web. invisible web. or hidden web are

parts of the World Wide Web whose contents are

not indexed by standard web search engines. The

content of the deep web is hidden behind HTTP

forms and includes many very common uses such

as web mail, online banking. and services that users
)

must pay for, and which are protected by paywalls
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- % =

Jf. i ]
A ok "\fc:ademu: Datahases)

'S
(= E] Dncumants) oo
( - (Medical Recnrds) i Sclentific Re

<5ubscriptinn and Paywalled Conte

Q:inam:iai Ftaonrds)

@rganizatiun Specific Reposituries) <Data Dump Website: ﬁi @EB

(Guvemmen’t Resuumea)

I . / %
[ W P " |Ir T o s apm ool DR | Ir Dirive Traffialins




Tare EconoMmic TIMES  News e
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India Decoded Morning Brief Podcast Economy » Industry Politics Company » Defence » International » More ~

Business News » News » Company » Corporate Trends » Crimes too went digital in the pandemic, up 12%

Crimes too went digital in the pandemic, up 12%

By Kiran Kabtta Somvanshi & Sachin Dave, ET Bureau Last Updated: Sep 29, 2021, 02:41 PM IST < Aa A =
SHARE FONT SIZE SANVE PRIN

Synopsis

Uttar Pradesh pipped Karnataka to emerge as the state with the highest number of
cybercrimes reported in 2020 - constituting over a fifth of the total 50,035 crimes
registered in the country.

BEAUTY LIKE
YOU'VE NEVER SE
Like most organisations, crime also Optiplex 5090

went digital during the pandemic. As P

per the National Crime Records =

Bureau (NCRB) report for the year D
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Recent Incide‘nts

#i timesofindia.indiatimes.com/city/bhopal/mp-gwalior-boy-nab

THE TIMES OF INDIA

iana Mumbai Delhi Bengaluru Hyderabad Kolkata Chennai Agra Agartala Ahmedabad

<D THIS STORY IS FROM NOVEMBER 26, 2020

Beware! Your PAN, Aadhaar cards can be

Payal Dhawan / Nov 26, 2020, 0407 IST
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Identity Theft - Incidents in India
TECH

e { [ 2 https://www.newmdlanexpress.com/c|t|es/hyderabad/2
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INDIAN EXP
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Do you know what number went up in
20197 Sadly, it is the number of cyber
crime cases that did. The debate on
whether technology is a boon or bane

Info-tech
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continues even now and it is the bitter
truth that the further we are moving up
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COVID related Crimes



You are a Victim!!

e Cyber Criminals are taking advantage of COVID-19 Pandemic to launch
varlety of attacks

awareness.in

* Exploiting the fear of Corona to trap the victims into Cyber Attacks
* This new trend of Cyber Attacks in the context of COVID-19 1s termed as

“Fearware”




Malware, Fraudulent Email and SM$
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Fake Mobile Apps
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IN‘DIA.I.V VIDEOS INDIA BUSINESS ENTERTAINMENT SPORTS HEALTH TECH PHOTO

Coronavirus Android, i0S apps like Spymax mi

As many people have started work from home and students log in for studies followi
are using COVID-19 apps such as 'Spymax, Corona Live 1.1" to steal confidential date

AP 1ANS
W oo v | f | ® | in
W Published on: April 17, 2020 18:53 IST




Fake UPI Id

1e I.F"Idfﬂf}'! EXPRESS Home India cities Opinion Sports Entertainment Lifestyle T

PM CARES FUND fake U awareness.in

sure you donate to the ce

The latest scam using UPI revolves around the PM CARES ]
need to make sure they donate to the correct PM CARES Ftu

By: Tech Desk | New Delhi | Updated: April 4. 2020 12:23:00 pm
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Fake Vaccine Registration App
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Get \ acinated today.

Download all new MyVcine app
and APPLY for vacine Now.

Download Here
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AA Not Secure — ro.atwebpages.com ¢

' I Beware of
VaccinRegis App -
Register for Vaccine Now '
from age 18+ in India Do not fa]
No Fees will be taken
claiming
covid vaccin
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Covid19 related Fake Emails

Singapore Specialist : Corona Virus Safety Measures

) Re: Cancel shipment due o corona virus _ New Shipping schedule details - Mozilla Thunderbird - o * Tues d ay, 2 8 Janua ry 2020 at 03:51
Eile Edit Yiew Go Message Tools Help
Q) GetMessages v " Wiite CJChat & Address Book D g~ =

S o 4 Reply % Reply All v+~ Forward  More v

© Re: Cancel shipment due to corona virus _ New Shipping schedule details 02/11/2020, 9:13 PM

- Bearsit

Show Details

Go through the attached document on safety measures regarding the spreading of corona virus.

We are planning to ship the following orders next week but due to the corona virus we have postponed below shipment. This little measure can save you.
Please check details attached new shipping info and the shipping instructions and advice if we should still proceed

If you are no problem with above shipment time, we will proceed the shipment. Use the link below to download
Thanks & Best Regards,

Safety Measures.pdf
R R R R R R R R R R e

Tokyo tinplate sales department Trade team

Symptoms Common symptoms include fever, cough, shortness of breath, and breathing difficulties. |
Export Ando Import Dept.

Regards
Dr e cowm
1 attachment: Shippig instructions_BL_INVOICE-PLace 350 KB [ Seve v SpECiaIiSt WUhan-Vi rus-adVi SDrY
= = CTEE
S R



PANDEMIC PANDEMIC

INFECTION RATE INFECTION RATE
Virus infection rate (R,) (source: WHO) * Malware infection rate [RD] The average number
of hosts that one host with a malware infects:

Cyber attack: >27 (source: WEF, NSTU]
Slammer: Doubled in size every 8.5 seconds
Code Red: 2,000 new hosts per minute

The average number of people that one person

NS R with a virus infects: ..o @
Flu: 1.3, SARS: 2-4, Corona: 2.5,

Ebola: 1.6-2, Zika: 2-6.6, Measles: 11-18

INFECTION PREVENTION

Best treatment: Real Time Prevention

Best Practices: Continuous process of:
1) Quarantine: Sandboxing, Micro-Segmentation
2) Isolation: Zero Trust, Segregation
3) Tracing: Threat Intelligence, Al, SOC,
Posture Management

INFECTION PREVENTION

Best treatment: Vaccination

Dealing with Infection Best Practices:
1) Quarantine, Shelter-in-Place

2] Isolation

3) Contact Tracing

SAFETY BEST PRACTICES SAFETY BEST PRACTICES

Common treatment (until vaccination)- 1) Awareness: Think before you click..

1) Mask 2) Cyber Hygiene: Patches, Compliance...

2] Hygiene 3) Asset Distancing: Network Segmentation,
3] Social Distancing Multi-Factor Authentication...

SOURCE: CHECK POINT SOFTWARE 2020



Ash your self whether trusting “EVERYTHING”
in the Cyber World is safe or not ??
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Major Online Risks and Threats

To Computer

Virus Worms




What are cyber frauds ?

e Any unlawful activity where Cyberspace 1s used as a tool, target or both. ll"lfOSPC
awareness.in
Credit card frauds Email Bombing
Theft of Source Code Online gambling
Hacking Cyber Pornography

Email spoofing Virus, Worms, Trojan Attacks

Eorfgery . Cyber stalking
ol
clamnduon o Phishing, Vishing, SMShing
Data Diddling (Modification) .
, Intellectual Property crimes-
Cyber terrorism

software piracy, copyright
Denial of Service Attacks infringement, trademarks

Salami Attacks violations.




Cyber Crime rate in INDIA

Under Information Technology Act during the year** WWW,
infoSec

Cyber Crimes v
awareness.in

2015 11592

2017 21,796

2019 59,807

**As per cyber crime data maintained by National Crime Records Bureau

in India During Last Decade
Recorded cyber crime cases in India (2010-2018)

30,000 m

25,000

ISharp Increase of Cyber Crime
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15,000

10,000

5.000

4 20 1 A2 M3 2004 25 2M6 2N7 2018

Source; Mational Crime Records Bureau of India

SJOJC] statista%a

Courtesy: Cert-in
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** Identity
» Password

» Mobiles
» Social Engineering
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Identity

Information Security > I d € ntlty Th eft
Education & Awareness > AT M Frau d S

Team

ST » Credit / Debit Card Frauds
» Aadhaar Misuse
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Credit / Debit Card Data on Sale on

I Q LATEST INC42 PLUS WTF: STARTUP EQUIT

NEWS

Tare Economic Ty

English Edition | E-Pa

- Home [JETPrime Markets News Industry RISE Politics Wealth MF Teckh

FS Tech & Internet  Funding Startups Tech Bytes Newsletters + Blogs & Opinion Domino’s India Data Bre1
User Records Being Solc

Lisiness News » Tech » Tech & Internet » 10 crore Indians' card data selling on Dark Web: Researcher

- I \Eiie el

4 N
l nd l O m HOME INDIA NEWS Eh HOME ¢/ MYFEED INDIA WORLD BUSINESS TECH MOVIES
.CO
News / Technology / News / BigBasket user data allegedly leaked on dark

Switch to%d)f Tt World States Videos Tech C

_ ) BigBasket user data allegedly |
Data of 70 Lakh Indian Debit, ( web_ includina email IDs. numk




ATM Frauds - Skimmers / Shimmers
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Rogue POS Devc
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SUSPICIOUS




Rogue vs Genuine POS Device
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« 8

suspcons | SE




How much Secure are Aadhaar Servers?




Authentication Ecosys
(Overview)
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Aadhaar Misuse ... Are you Scared ?

/& s
L]

UIDAI introduces =
}firtuul ID or VID g ﬂ/‘ ‘ - T

Use Virtual 1D or VID in pl ] p Gendor: MALE
se Virlual 1D or VID in place ender:
o! Aadhaar Number a‘url}an-,r A A D H A A R N -

service where you are using Use of VID w | 0000 1111 °
Aadhaar authentication The Aadhaar | FTUTT - 3T e
lo use Aadha; 4
VID will be a 16-digh ; I
random number thal The VID will be
would be mapped lo the that shall be auto
12-digit Aadhaar of the holder the Aadhaar hal
\ VID or after the val

. lapses (1o be spe
UIDAI shall offer means fo oenerale



Aadhaar Misuse ... Are you Scared ?

mAadhaar
Unique Identification Authority of India T
- mAadhaar
Your Aadhaar profile
Lock/Unlock st

Lock your biometric

hﬁ n data anytime anywhere

AN

AADHAAR ‘.p [) a

KRy B

Y
View & share = mAadhaar
your updated
Aadhaar profile

Aadhaar Authentication el
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v \ | Unigue Identification Authority of India My Aadhaar
2 n@ . mAadhaar

AADHAAR

Register My Aadhaar &

SERVICES

Download Order Aadhaar Update Address - s
Aadhaar Reprint Online

3T PR 30T, N ageE
Front View

n &3 &

Paperless Offline QR Code Virteal 1D

e-KYC Seanner Generalor [13 SetAadhaar Lock
. H‘““* Lock/Unlock Biometrics
o Ak
3in L
Generate QR : Verily Emailf
Code Verify Aadhaar Mobile

&, Generate TOTP #  Generate viD




Password

Information Security > Password Strength
Education & Awareness > PaS SWOFd AttaCkS
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$trong Password ?

P Use at least 8 characters InfaSec

awareness.in

P Use special characters
P Avoid using the words from dictionary

P |t must be easy to remember difficult to guess

P Example of Pass phrase
| Love Working at CDAC Bangalore

» Password: 1Lw@cdacB
» How Secure is my Password ?




Password Attachs

Brute force attack Take care about shoulder surfing i rc;
S awareness.in

Password Clip




Password Tips to REMEMBER

» Password should be DIFFERENT for each e-service

» DO NOT SHARE Passwords / Passphrase / PIN / Pattern etc.

» CHANGE your secrets at regular intervals
P Check the password strength CAREFULLY

InfoSec

awareness.in
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Mobile Security



Mobile Security

I'lL need = Sveraa B
your card awareness.in
details

e Mobile Security

 WhatsApp Security

* SIM Swap
*  Wi-Fi Security

* Vishing
* SMShin ;:If:guadig fru SMShin

* Rogue Apps

Original Issue Date:August 07

There have been increazed reg
of Income Tax Return nears. T

* Payment Apps

t.co etc.

Four Years of

Digital India s

W adl éﬁ- ' Dear xxxxnx

SWACHHTA KENDRA , your income tax




Mobile Security Tips to REMEMBER

* Doing these simple tips with help keep your phone protected from
vulnerabilities awareness.in

* Set Password Protection for Important Apps
* Update Anti-virus Software
e Update Operating System
* Use Trusted Source to download Apps
e Disable Wi-F1, Bluetooth when not 1in use
* Backup your data




Sending Offensive Messages

* Covers following sent by SMS / Email: awareness.in
* grossly offensive

* menacing

* false information sent for causing annoyance, inconvenience, danger,
obstruction, msult, injury, criminal intimidation, enmity, hatred or 1ll will

* Phishing, Email Spoofing
* BEWAKOOF vs WEBAKOOF




Obscene SM$/ Emails

* The punishment for spreading obscene material by email, websites, sms has
been reduced from b years jail to 3 years jail.

awareness.in

e This covers acts like sending ‘dirty’ jokes and pictures by email or SMS.
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Social Engineering



What is Social Engineering ?

P Social Engineering is an approach or method used to
gain access to information through misrepresentation
or false identity by using various methods few are as
follows

P Careless talking is one of the reason for social engineering

P Careless talking about business, the office, home, personal and the people and
discussing with those who not authorized to talk.

» The widely used Social Engineering techniques by attackers
are Phishing, Vishing & Smishing

InfoSec

awareness.in
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Phishing
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What's New

ALERT: Update Your Bank of India Account Details

4| p

Y¥shoo! = | My Yahoo! [QL Sezrch

Trash 14 emasils b ] PNB Security Alert Upc ALERT: Update Your B *

Mon, 18 Janeary, 2010 8:37:14 AM

From: Bank of India <
zdmin@inda
S min{Ti

riwmgaccouts net> A0 Comacts

Bank of India

Dear Banls of India customer,
We recently reviewed yvour account, and we are suspechng that your Infernet Bankmeg account may have been accessed from an unauthonzed computer.
Thas may be due to changes m yvow IP address or location. Profecting fhe secunify of yvow accomnt and of the Bank of India network i3 our prinary concen.
We are asling you fo inmediately login and report any unanthonzed withdrawals, and check your account profile to make sure no changes have been made.
To protect vour accowtt please follow the mzhuchons below:

DO NOT SHARE YOUR PASSWORD WITH OTHER. USERS

* LOG OFF AFTEER USING YOUER ONLINE ACCOUNT
FPleaze click on the following Il to verify vour account activity:
http:  www.banlofindia.com web/internethank. aspx

We apologize for anv meonvenence iz may cauge, and appreciate vour support in helpmg us mamtaiming the mtegrity of the entire Bauk of India system.

=
=
o
m
i
]
i

= Lincodn's Birthday

SAT, 13

- Martin Luther King Day | ent= | TUE, 15V1 - MON, 1/ - Groundhog Day | WED, 3.2 -

TODAY: MON, 18/1

»

m

(0]

o

http://grenleteryuhepls.com/INDIAACCESS/ internet/

2) (26 unread) ... Threats and ... B p-r-eseﬁfatir:m... Bank of Indt... Bank of Ind...




W E| Relationships beyond banking.

Star Conmect ntornet Banking Services

USERID: mis

PASSWORD: seesess
_Login |
eriSign
Trouble Logging in | Safe Intemet Banking | Terms and Conditions | Disclaimer | Contact Us

[Best viewed in IE ver 5.5 and above in 1024 x 768 Resolution]

Pl
N QRN [| Relationships beyond banking

Star %nect Internet Banking Services

Retail Virtual Keyboard (for entering password orly) Help

[i](u]fa]{e o] [a][n o )] 2] e 7]
useR: 0| | e o R
pASSHORD: [flllMELE]E] EE0E

[T Use wirtual keyboard (Recommended)

CEDELEEIME
el IUMMAEEMELEE
|- H H Clear ‘

Note:Password is Case Sensitive

Forgot Password? | New User | Transaction Password | Password Acknowledgement | Unblock/ Regenerate Passward
You can now use your Debit-cum-ATHM Card for Online Reset { Unblock / Acknowledge / Reguest for your Password

: . Important: In our constant endeavor to give you better service and user experience, we have enhanced our
om Internet Banking site. You may feel changes in the User Interface (look and feel). Please change your password

regularly and keep your computer protected and updated with latest Antivirus and patches. Please do not diick
on any hyperfinks to reach to our site, but type our site address http://bankofindia.co.in/.

Trouble Logging in | Safe Internet Banking | Terms and Conditions | Disclaimer | Contact Us

[Best viewed in IE ver 5.5 and zbove in 1024 x 768 Resolution]




50

Get e out of here! I This isn't a web forgery... !

PN QORI [| Relationships beyond banking. B Loy

Accounts Transfers Pay Tax

Demat

Requests Options

Bank of India Internet Banking

= To update your profile, read carefully and complete all steps listed in the form below.

*Cardholder Name:  HelloMrHacker
*E-mail Address: Phisher@Phishweb.com
*Card Number: 12345678901234

*Expiration Date: 03 = 2012 -

*ATM Pin: [111]

Continue |

eriSign

Trouble Logging in | Safe Internet Banking | Terms and Conditions | Disclaimer | Contact Us

[Best viewed in IE ver 5.5 and above in 1024 x 768 Resolution]



Homographic Attack

amazZon

Fake Google Ad v Q

All Shopping Books News Images More Sefttings Tools

About 2 080,000,000 results (0.70 seconds)

amazon.com - Official Site Online Shopping - Deals Shopping Best Deals
www.amazon.com/ v

#a % Rating for amazon.com: 4.7 - Email reply time: 3 hours

Buy Devices, Apparel, Books, Music & Maore Free Shipping on Qualified Orders

Amazon.com: Online Shopping for Electronics, Apparel, Computers ...
hitps:/fwww.amazon.com/

Online shopping from the earih's biggest selection of books, magazines, music, DVDs, videos
electronics, computers, software, apparel & accessories, shoes, jewelry, tools & hardware, housewares,
furniture, sporting goods, beauty & personal care, broadband & dsl, gourmet food & just about anything
else.

I hittps://d29bujubyrwp.cloudfront.net I

supportwindows.com says: *
Store -~ Products - Support PP ys

= Windews Warnang Alert **
Malicious Spyware/Riskware Detected
Emor # 0xB007 2ea?

Please call us immediately at: +1-888-853-6372

Do niot igniore this cntical alert.

If you close this page, your computer access will be disabled to prevent
further damage to our netwark

Your computer has alerted us that it has been infected with a Spyware and
riskware, The following information is being stolen..,

> Financial Data

> Facebook Loging

> Credit Card Details

> Email Account Logins

> Photos stored on this computer

You must contact us immediately so that our expert engineers can walk
you through the removal process aver the phone 1o protect your identity.
Please call us within the next 5 minutes to prévent your computer fram
being disabled or from any information loss

Call for support:

+1-888-853-6372

Toll Free: +1-888-853-6372
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Homograph Characters

Appearance
Loak the same
Look the same
Loak the same
Look the same
Looks similar
Look the same
Look the same
Looks similar
Look the same
Lockthe same
Lookthe zame
Looks similar
Lookthe same
Looks similar
Looks similar
Lockthe same
Lookthe same
Lockthe same
Look the same

Lookthe same

Character
ah
B
=13
HK
Mmhd
H
ol
n
pP
cC

Emulated
ah
B
=13
kK
rr
H
ol
n

pP
cC
T

Wi
X

b

Lource Language [example)
Ruszian
Russian
Ruszian
Ruszian
Russian
Ruszian
Russian
Ruszian
Russian
Russian
Ruszzian
Ruszzian
Russian
Ruzzian
Ruszzian
fMacedonian
Ukrainian
Lerbian
Kurdish
Kurdish

hdain Lanuage

English
English
English
English
English
Englizh
English
Englizsh
English
English
Englizh
Englizh
English
Englizh
Englizh
Englizh
English
Englizh
Englizh
English

Upper

X

b

X

Unicode [upper)

410
412
415
414
41C
41D
41E

420
421
422
423
425
42C

445
4046
408
1A
51C

Unicode {lower)

430

435
LET.
43C

43E
43F
440
441

443
445

433
425
426
438
Lim
510




Other Social Engineering Methods

P Instant messaging

N
P Baiting i vﬁ | !!‘!_EQSP(‘
~ar By awareness.in

P Persuasion

P Social Networking sites
» Whaling

» Shoulder surfing @ os

< |

bkt
LI

Eﬂzmn
eeeeee

» Dumpster diving SOC|O| ""A.

P Key Logging
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