Basics of Cyber Safety
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But how does
this happen?
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http://bit.do/youtubewatch3QnBv8s

@ http://mamdo twitevents.org/mbf/bbp.php Py RAX l @ Log In | Social ) l ]

facebook

Sign Up

Facebook helps you connect and share with the people in your life.

Facebook Login

Email:

Password:

@] Keep me logged in

Forgot your password?



' (2) Messenger | Facebook X &% Security error X +
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Deceptive site ahead

Attackers on accountsgoogleservicelogin2.netlify.app may trick you into doing
something dangerous like installing software or revealing your personal information (for
example, passwords, phone numbers, or credit cards). Learn more

Q To get Chrome's highest level of security, turn on enhanced protection

Hide details Back to safety

Google Safe Browsing recently detected phishing on
accountsgoogleservicelogin2.netlify.app. Phishing sites pretend to be other websites to
trick you.

You can report a detection problem or, if you understand the risks to your security, visit
this unsafe site.
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*Phishing
*Vishing
*Smishing - SMS Phishing
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Monday, 30 July 2018

Dear xxxxxx

, your income tax
refund of Rs.15,480
has been approved
and your bank a/c will
be credited shortly. Do
kindly verify your a/

¢ no SXXXXX6755. If
the same is incorrect,
quickly follow the

link below to update
your bank record

on file. https./bit ly

[20WpYK6 1 RRE

Dear XX XX XX XXXXXXXXXX
, Your income tax

refund of Rs.16,988

has been approved

and your bank a/c will

be credited shortly. Do
kindly verify your a/

C N0 SXXXXX6755. If
the same is incorrect,
quickly follow the link
below to update your
bank record on file.

hitps:/bit.ly/2KVr2ls

CyberPeace
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Dear Taxpayer,
please be notified
that your IncomeTax
refund is ready.

The total amount is
Rs39,280.99 Kindly
follow the link below
to complete your
IncomeTax refund
application to enable
us process and remit
your refunds into
your bank account
at the earliest.
https://bit.|

kJAbVF

Source: CERT- In
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*Vishing

*Smishing

*Social Engineering
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& @ forum.indiaconsumercomplaints.com/se
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India Consumer Complaints

Home Forums ¥+ What'snew ¥ Members = Login Register Q, Search
Latest activity Register
Home > Search >

Search results for query: order

From nursarylive ordered 5 plants pack but received one plant

It is so bad service or infect they are cheating people by this way that not sending proper order while payments already been made

bharat.rawat - Thread - Feb

Damage product sold by flipkart- can't be return

Dear Sir / Madam, | was ordered Butterfly Rapid 4 Jar 750 watts Juicer Mixer grinder on 21-Oct-2020 with order id : 0072007115204 1600000 and same was delivered on 30- Oct-2020. while
opening product package its found damaged. Same day compliant raised by me for replacement, its accepted by...

Sakthil Th

+ Dec 20 '0) - Replies: 0 - Forum: Consumer Complaints

Reference Order reference :- 126719517 NQ no.50775762 Regards

C =, <

ta « Inhread - 5ep 7, 2020 « neplies: U« Forum: Lo ner Lompiaint

Wrong Item delivered

| had ordered Noise smart watch combo offer for rupees 1699 on August 12, 2020. Today on September 7, 2020 | received a wrong product of Fastrack watch. As soon as [ received the parcel | had
to pay the bill of 1699 rs to the delivery boy. | need to return the wrong product | received and to be...

Antony Francis - Thread - Sep 7, 2020 - Replies: 0 - Forum: Consumer Complaints General Fo

m

Flipkart cheated me

I've ordered a laptop a laptop from Flipkart. They promised me a delivery date and they couldn’t deliver it on that date then they extended the date and that date was also breached. Whenever |
contacted them they requested me to wait. | was waiting as [ needed a laptop for my study purposes...

"g Unexpected delay in shipment of ordered material

Shamilfrz - Thread - Aug 18, 2020 - Reg

pradeep

L Type here to search
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*Phishing

*Vishing

*Smishing

*Social Engineering
*Malware Attacks
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*Ransomware
*Keyloggers

Spyware



https://www.cyberpeace.org/the-joker-malware/

For groups well versed with
technologu:

 Be Reasonable

DO NOT believe everything you
see online. Cross check
everything, photos, links, articles.

Use websites like Alt News, Boom
Live, Fact Checker to verify fake
NEwWS.



Finding the authentic app

» Use Play Store/AppStore/Microsoft
Store only




@ download whatsapp apk - Goog' X +

é,

(& @ google.com/search?g=download+whatsapp+ 7=1C1CHBF_enIN877IN

Google

download whatsapp apk X

apkpure.com » whatsapp-messenger » com.whatsapp ~

Download WhatsApp latest 2.20.195.16 Android APK
WhatsApp Android latest 2.20.195.16 APK Download and Install. Simple. Personal. Secure.

whatsapp.en.softonic.com » android » download ~

Download WhatsApp Messenger APK for Android - free ...

Download WhatsApp Messenger for Android now from Softonic: 100% safe and virus free.
More than 118919 downloads this month. Download WhatsApp ...

www.huaweicentral.com » download-the-latest-whatsap... v

Download the latest WhatsApp APK [2.20.194.16 and 2.20 ...

6 days ago - WhatsApp Messenger is a FREE messaging app available for Android and other
smartphones. Download the latest WhatsApp APK.

www.apkmirror.com » whatsapp-2-20-195-15-release

WhatsApp Messenger 2.20.195.15 APK Download by ...

WhatsApp now supports animated stickers. You can find the first set of new animated packs in
the sticker store. * Added support for QR codes so you can quickly ...
Rating: 4.4 - 117,172,615 votes - Free - Android - Communication

androidapksfree.com » Apps » Communication «

WhatsApp Messenger 2.20.196.10 APK for Android - Download

3 days ago - WhatsApp is a popular cross-platform text messaging app that lets you text and
talk using only a data plan. The most popular messenger in the ...

L Type here to search
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Finding the authentic app

» Use Play Store/AppStore/Microsoft
Store only

» Check developer details along with
ratings and reviews



https://play.google.com/store/search?q=hdfc%20net%20banking

Finding the authentic app

» Use Play Store/AppStore/Microsoft
Store only

* Check developer details along with
ratings and reviews

* Never download from untrusted
sites or 3" party app stores



A New Form Of Skimming That / X +

< & @ digitalinformationworld.com/2021/01/a-new-form-of-skimming-that-affects.html

@ NCERT, UNESCO la... Internet Crimes Ag... Cyber Swachhta Ke... = Trust & Safety Man... Novorésumé €09 BSAFE_EN: BSAFE -... ¥ Course: Prevention... 9 Course: Prevention... @ mygov_160922880...

DIGITAL
INFORMATION ADVERTISE
B WORLD

malware attacks, and spread the news onwards.

YOUR CART Sansec 1

' PayPal

Billing Address

ZIP Code

MM/ YY CVV/CVC a8

No Credit Card Proceed

Source: A cyberattack can spread 9x the rate of coronavirus and is more difficult to recover from
the digital pandemic devastation than from COVID-19 pandemic

13:42
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* Be Responsible

Never share personal
information publicly.
Keep your posts visible
to friends and family
only. Beware of
unknown profiles on
social media.
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Digital Wellbeing




add value to life, not
distract us from it!




On
Facebook:

11:43 PM

& & O

€ 09 H

11:43 PM

€ Your Time on Facebook

Gaming
Time per Day

Jobs You spent an average of 2 hours and 12 Cbeoeu:dlzfnqce
minutes a day using the Facebook app on this

Messenger device in the last week.

® 3168 new

Recommendations
® 5 new posts

:i‘ See More Vv
?  Help & Support v
| ® - Settings & Privacy | A F s s M T % =
) Settings Manage Your Time

Make the most of your time on Facebook by
staying in touch with friends and loved ones.
Privacy Shortcuts

News Feed Preferences >

Edit your preferences to see more photos,

Your Time on Facebook | videos and posts from people you care

about.

-@:— Language :

guag 22 Friends on Facebook >

Choose how you interact with your current

D Data Saver friends, see new recommendations and
accept friend requests.

Code Generator @ Set Daily Time Reminder

We'll send you a reminder after you've used
Facebook for the amount of time you choose.

TI Log Out




2:05 PM © Bl .l ¥ & @254

& Settings

Q  Search

+2 Follow and Invite Friends
Q Notifications
Privacy

Security

Account

)
©
< Ads
©
©

Help

FACEBOOK 6®©O@PO
Accounts Center

Control settings for connected experiences across
Instagram, the Facebook app and Messenger, including
story and post sharing and logging in

h Qa ® O 0
E @ <

2:05PM

& Account

Personal Information

@ Bl Lall W= ,"?\‘ @) 25«

Your Activity

Saved

Close Friends
Language

Captions

Browser Settings
Contacts Syncing
Sharing to Other Apps
Cellular Data Use
Original Posts
Request Verification
Posts You've Liked

Recentlv Deleted
h  Q

®
®

o

2:05PM © B.al Bl = @25«

& Your Activity

LINKS TIME

=i
Time on Instagram @

1h 44,
Daily Average

Average time you spent per day using the
Instagram app on this device in the last week

Fr Sat Sun Mon

Wed Thu
Manage Your Time

Set Daily Reminder

We'll send you a reminder once you've reached the %
time you set for yourself.

Notification Settings

Choose which Instagram notifications to get. You >
can also mute push notifications.

CyberPeace

Foundation




P> Digital Wellbeing — Apps on Gor

&= c

x +

@ play.google.com/store/apps/details?id=com.google.android.apps.wellbeing&hl=en_IN&gl=US

§ Google Play

My apps

Shop

Games
Children

Editors’ Choice

Account

Payment methods

Play Points New
My subscriptions
Redeem

Buy gift card

My wishlist

My Play activity

Parent guide

Search

Categories v

Home Top charts

Create healthy digital habits for
you and your family dght from

your Andfoid settings

i 9060000

New releases

Digital Wellbeing

Google LLC Tools * k& % 342307 2

O,84,9U/7 o=

€ Everyone

Understand how

Spend only thetime you want, Disconnect at
e and howe il tly

you want better nig)

1

Similar

A

Samsung Pus
Samsung Electronics

notification s

* ok kK

HiCare

Huawei Internet Ser

LR B 1

Device Care

SaMmsung Electronics

* % & %

L Type here to search
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11:37 PM Gl = 2:12PM 30 Bl @ = @24,
Settings <  Digital Wellbeing and parent... @
il:  Your Digital Wellbeing tools
CyberPeace
- e Other Foundation
WhatsApp
@  Additional settings >

TODAY | |

i $ Inst ».‘.,‘?
© Digital Wellbeing & parental 5 i i
¥ controls y
H N
©  Special features > Natfilx
mi Mi Account N Unlocks Notifications
e . WAYS TO DISCONNECT
€> Google >
o _ Dashboard
e Accounts & sync ? No timers set
Bedtime mode
Tap to set up
Privacy >
Focus mode
° — . Tap to set up
5




2:12PM 3O Bl .l ¥ R @24 2:12PM 3O Bl .l ¥ R @24 2:12PM 3O Bl .l ¥ R @24
<  Dashboard : <  Focus mode :
- l=. When you need time to focus, you can pause
distracting apps and hide their notifications CyberPeace

Foundation

Set a bedtime schedule

Use Bedtime mode to disconnect from your
phone and avoid interruptions while you sleep

5 hrs, 18 mins

Today
12h
in
oh
3h SELECT DISTRACTING APPS
T T T T Oh
Sun Mon Tue Wed Thu Fr Sat Z
4 ) e Hotstar 0
< Tue, 6 Apr o
’_) Instagram O
Set timers for your apps ——
8 You can set daily timers for most i WhatsApp O
apps. When the app timer ends, the
app is paused for the rest of the day.
Netflix ]
= Hotstar .
Plassp+
nofstar 1 hr, 44 mins @ Chrome D
Netflix . Calculator H
1 hr, 28 mins
® i :
W Twitter ]
1 hr, 16 mins
Zomato OJ
] @ < ] O) = ] O) =




* Be Resilient

If you ever come across
something inappropriate online,
or are a victim of a cybercrime
yourself, report it immediately,
both on the platform and to law
enforcement.

CyberPeace
— Foundation ———
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Instances of Harassment

/

Repeated phone calls and video calls

.
-

Hacking of accounts

p €

y €

\_
p

&

Abusive/threatening messages

@& 2
Impersonation

. 4

s )
Sharing private information without
consent

\ -

AR D)\
Blackmailing of any kind

& s 4




Computer related offences

Creating Impersonated
Profiles/Identity Theft

Cyberstalking

Blackmailing/Intimidation:

Defamation:

u/s 66 IT Act, as u/s 43

u/s 66C, 66D IT Act, 3 years

u/s 354D IPC, u/s 12 POCSO
Act

503, 506, 507 IPC, 2 years
499, 500 IPC, 2 years




§ (3) Facebook x +

& @ facebook.com/hacked

NCERT, UNESCO la... Internet Crimes Ag... Cyber Swachhta Ke... -5 Trust & Safety Man... Novorésumé @ mygov._160922880... Sharat Babu Digum... /& Dataset bias can lea... l Keya

If you're worried about the security of your account, we can help you.

Firstly, can you tell us what's happening?

I've found a post, message or event that | didn't create
Someone else got into my account without my permission
| found an account which uses my name or photos

People can see things that | thought were private

| can't see the right option in this list

Cancel &I

About  Createad  Create Page Developers  Careers Privacy Cookies  AdChoices[> Terms Help

ook & 2021

English (US) 6=t UAml ) oRImomo S Arddl Seofh HUST FET | +

to search




| think my Instagram account ha: X +

< C' @& helpinstagram.com/

@ NCERT, UNESCO la... Internet Crimes Ag... Cyber Swachhta Ke... Trust & Safety Man... Novorésumé @ mygov._160922880... Sharat Babu Digum... /& Dataset bias can lea... l Keya

Insiagram Eesbwres 5 | think my Instagram account has been hacked.

If you think your account has been hacked or taken cver, there are several actions you can take to secure your
Manage Your Account > account.
Privacy, Safety and Security > If you're still able to log into your Instagram account

If you think your account has been hacked and you're still able to log in, there are things you can do to help
Policies and Reporting > keep your account secure:

Instagram for Businesses >

S dre correct

you don't recognize.

access to any suspicious third-party apps.

Check your email account for a message from Instagram

If you received an email from security@mail.instagram.com letting you know that your email address was
changed, you may be able to undo this change by selecting revert this change in that message. If additional
information was also changed (example: your password), and you're unable to change back your email address,
request a login link or security code from Instagram

pe here to search




Computer related offences

Creating Impersonated
Profiles/Identity Theft

Cyberstalking

Blackmailing/Intimidation:

Defamation:

u/s 66 IT Act, as u/s 43

u/s 66C, 66D IT Act, 3 years

u/s 354D IPC, u/s 12 POCSO
Act

503, 506, 507 IPC, 2 years
499, 500 IPC, 2 years




Impersonated and Fake
Profiles

Is there a
difference
among the
two?

 What is
actionable?




f Report an impostor account

= (& @ facebookco

J https://www.merital... Need for police offi... ‘Safe, responsible u... @ # Mangaluru: Day's w... :@ Cyber Safety and C... El How To Talk So Littl... NCERT, UNESCO la... Internet Crimes Ag... We Think Digital -...

facebook

i Help Centre English (UK)

Creating an Account

o Report an impostor account
Friending

Your Home Page

If someone has created a Facebook account that's pretending to be you or someone you know, please use this form to file

Messagin
ging a report.
Stories
Your Photos and Videos Which of the following best describes your situation?
Someone is using my email address on their account
Pages
Someone created an account for my business or organization
Groups Someone created an account pretending to be me or a friend
Events

Fundraisers and Donations
Payments

Marketplace

Apps

Facebook Mobile Apps
Accessibility




Instagram Help Centre X +

= & @ help.instagram.com/contact/63627 1

J https://www.merital... Need for police offi... ‘Safe, responsible u... @ # Mangaluru: Day's w... @ Cyber Safety and C... El How To Talk So Littl... NCERT, UNESCO la... Internet Crimes Ag... We Think Digital -...

Report an Impersonation Account on Instagram
Using Instagram >

If someone created an Instagram account that's pretending to be you or someone you know, please use this

form to file a report
Managing Your Account >

Someone created an account for my business or organization

Troubleshooting and Login Help >

Someone created an account pretending to be me or a friend

Someone created an account pretending to be someone | represent (ex: my child)

Privacy and Safety Center >
| can't log into my old account

Instagram for Businesses >

14:45 =)
21-10-2020

to search = ' ENG




Computer related offences

Creating Impersonated
Profiles/Identity Theft

Cyberstalking

Blackmailing/Intimidation:

Defamation:

u/s 66 IT Act, as u/s 43

u/s 66C, 66D IT Act, 3 years

u/s 354D IPC, u/s 12 POCSO
Act

503, 506, 507 IPC, 2 years
499, 500 IPC, 2 years




Cyber Stalking csze

Constant ceneated
calling/texting/ P
' harassment
reaching out
Troubling

despite saying
no




Computer related offences

Creating Impersonated
Profiles/Identity Theft

Cyberstalking

Blackmailing/Intimidation:

Defamation:

u/s 66 IT Act, as u/s 43

u/s 66C, 66D IT Act, 3 years

u/s 354D IPC, u/s 12 POCSO
Act

503, 506, 507 IPC, 2 years
499, 500 IPC, 2 years




What if
something goes
wrong?




Local Police Station

Fle a complaint at your
ocal poliee station

Jepending on the nature
of the offence, the police
may register a FIR

It FIR is registered, you
are entitled to a copy of
the document and you will
need to sign.it after
verifying its contents

CyberPeace

——Foundation——



Where else can you
file a complaint?

CyberPeace

—— Foundation e

- Cybercrime Portal:
cybercrime.gov.in

- POCSO eBox
NnCpCr.gov.in
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< C @& cybercrime.gov.in w & B NP PV N
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733 HOME AFFAIRS National Cyber Crime Reporting Portal o v
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Indian (yter (shrme Coordnatice Cestra

FeurE I

REPORT WOMEN/CHILD RELATED CRIME REPORT OTHER CYBER CRIME RESOURCES v CONTACTUS HELPLINE

REPORT ANONYMOUSLY

REPORT & TRACK

Filing a Complaint on National Cyber Crime Reporting Portal

This portal is an initiative of Government of India to facilitate victims/complainants to report cyber crime complaints online. This portal caters to complaints
pertaining to cyber crimes only with special focus on cyber crimes against women and children. Complaints reported on this portal are dealt by law

https://cybercrime.gov.in/#

a® O Type here to search =i ™M ¥ £ ) B & | 9 P @ = ;o P ne 0 =
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@@ 9] pocso ebox X

Q Al E News [E)Images [Jvideos § Maps i More Settings

About 10,800 results (0.36 seconds)

ncper.govin » index2

POCSO e-box - NCPCR

vikaspedia.in » child-rights » child-protection-1 » pocs... =

POCSO e-Box for children — Vikaspedia

Protection of Children from Sexual Offences (POCSO) e-Box is an online complaint box for
reporting child sexual abuse. It is an National Commission for ...

vikaspedia.in » child-rights » child-protection-1 » pocs... =

POCSO e-Box for children — Vikaspedia
POCSO e-Box for children. Education - Child Rights - Child protection - POCSO e-Box for

children. view. Contributor. Edit Page. Suggest. State: Review in ...
People also ask
What is Pocso E box?

What is the full form of Pocso?

ATk at ie tha snnichmant far Dasces?
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Helpline No.: +31 307 00000 &b

Website: www.cyberpeace.org



