
Basics of Cyber Safety





But how does 
this happen?



•Phishing



http://bit.do/youtubewatch3QnBv8s

http://bit.do/youtubewatch3QnBv8s






•Phishing
•Vishing – Voice Phishing



•Phishing
•Vishing
•Smishing – SMS Phishing



Source: CERT- In



•Phishing
•Vishing
•Smishing
•Social Engineering





•Phishing
•Vishing
•Smishing
•Social Engineering
•Malware Attacks



•Ransomware
•Keyloggers
•Spyware

https://www.cyberpeace.org/the-joker-malware/


For groups well versed with 
technology:
• Be Reasonable
DO NOT believe everything you 
see online. Cross check 
everything, photos, links, articles. 

Use websites like Alt News, Boom 
Live,  Fact Checker to verify fake 
news. 



Finding the authentic app

• Use Play Store/AppStore/Microsoft 
Store only





Finding the authentic app

• Use Play Store/AppStore/Microsoft 
Store only

• Check developer details along with 
ratings and reviews

https://play.google.com/store/search?q=hdfc%20net%20banking


Finding the authentic app

• Use Play Store/AppStore/Microsoft 
Store only

• Check developer details along with 
ratings and reviews

• Never download from untrusted 
sites or 3 rd party app stores





• Be Responsible
Never share personal 
information publicly. 
Keep your posts visible 
to friends and family 
only. Beware of 
unknown profiles on 
social media. 



Digital Wellbeing



Technology should 
add value to life, not 
distract us from it!



On 
Facebook:



On 
Instagram:









• Be Resilient
If you ever come across 
something inappropriate online, 
or are a victim of a cybercrime 
yourself, report it immediately, 
both on the platform and to law 
enforcement.



Cybercrime, Cyberlaws and 

Redressal Mechanisms



Instances of Harassment

Repeated phone calls and video calls

Hacking of accounts

Abusive/threatening messages

Impersonation

Sharing private information without 
consent

Blackmailing of any kind



WHAT DOES THE LAW SAY?

Cr im e R elevant Laws

Computer related offences u/s 66 IT Act, as u/s 43

Creating Impersonated 
Profiles/Identity Theft

u/s 66C, 66D IT Act, 3 years

Cyberstalking
u/s 354D IPC, u/s 1 2 POCSO 
Act

Blackmailing/Intimidation: 503, 506, 507 IPC, 2 years

Defamation: 499, 500 IPC, 2 years
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Impersonated and Fake 
Profiles
•Is there a 

difference 
among the 
two?

•What is 
actionable?
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Cyber Stalking

Constant 

calling/texting/

reaching out

Troubling 

despite saying 

no

Repeated 

harassment
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What if 
something goes 
wrong?



Local Police Station

• File a complaint at your 
local police station

• Depending on the nature 
of the offence, the police 
may register a FIR 

• If FIR is registered, you 
are entitled to a copy of 
the document and you will 
need to sign it after 
verifying its contents



- Cybercrime Portal:
cybercr im e. gov. in

- POCSO eBox
ncpcr. gov. in

Where else can you 
file a complaint?







Helpline No.: +91 957 00000 66

Website: www.cyberpeace.org


